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ftM 2003-295020 ^- v : 1/ 

1 1 

y h 7-^ t^as* h 7-* ^iicii^, vmm&iif? r ^ 77 

iiufE&i: »)^«ti, 

IifE7 r << * -^firi* *ifcA;fc I P^ -7 h »:*tt4t-^^nt 

H&tE7 r ^7^*-^iH±, 
X*IP^7 hco^v-y ^"•Iffgio J: 0^7 -f 'J > ^frK^o'nT, ^f£A7J I P 

I P^^y V<n1&m%t LTHulErt^^ y h 7 - * & «£ tfiulHis i: f) ^f<Dv^f^i^^I 

a* i p^ h oituie^ y ^-tf iuiiA* i ps*r y h (nmmjt i pt visx&zrf 

I P 7 Kl/^^i < t i>—JjX*$> 0 > 

lftlEfW* y b 7-^-Cffiffl$tiTv^v^ I p T KV*^ X h zmzM<o 
iiufEATJ I P^^ry Y<d$z3gI P7 F l" 7. t ffi IBM* V 7. M*l<7>*l£/B I P7K^i 

**-stLfci: ^ic^^a* i p^ y h itmt&t <o mm^&m-t & . 

A7J I P/*y y b y b^yyrt^ 

TtuiEA7J I P^? h £mffEl*l£&* -y h7-^t:KIL, 9tt5fcSIit^tM yfe-y*$ 
[ff*3C 5 ] 

m)IE7 r ^ 7 7 * ->l/MM\ TtufEisi: «3 ^S^ISSS LfcA* I P'<4ry K^fl LThuIE 

^fit«^*t(c.-r-6 7 -f :^*f***-S&»Rfc#fcRJ£U lulBATJ I P/^ y-h J= 
U > 7&ft*Hll&'Vr y b7J fr? >; >^#a^3g-t-c:fc«:«F«4:-r*lll*3ll|2*©* 
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mm 2003-295020 ^- v I 2/ 

[fit*^8] 

n 4-<> bfi#ti:, 

£ £ £ t £ # it t -t m *m i lemoijc^i^^ v 7 r- a 0 

[fif^9] 

Y * J ym^te £Tf 9 4 -y'mm'V'J'ti: < t 4>— ^^#^nL7t:^-;HiL^^oT, iiy|E 

- tr * 7 n -t 7 <7)^i=ff «ta*> ^ i%w * ikto-t & ikwik%a^& zm-rh^tzmmt-r^ 
mum i %m<ni%wmm 7- a 0 
im^m i o] 

4 >mm&£t/? 4 zrmm^'pfj: < t i.-^zmaLtz^-^KLtz^-DX. ituis 
+»- - tf 7 7 n -b x o frh ixm * -r z &mkto^ & * m -r % z t z mm. t -t %> 

inmm 1 1 1 

m$z&&titto^&Li*. huiek^ 4 >m%}i$£xfmi? 4 ym%}*mfc-tz>K%>tzt) , ituis 

[fS#JI 1 2 1 
[W^Jg 1 3 ] 

iulB7 r Y 7 7 * -;i/£lgfi, 

HirlBlr^afejiK^ti, HtflEATJ I P^^v h o^j=7C I P7 Kl/^i:^t^iiS^ 
[IS*^ 1 4 ] 
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#J?1 2003-295020 V \ 3/ 

[is** 1 5 1 

d k £ t -f Z> If * * 1 4 IEfc O ftfffl y^fA 0 

[IPr**i 6] 

mrieit^si : a¥m(±> &Mt*sj^iR#£ti£rktc, si£jsffiJ^*tfi>i-£ i p 

2>Zt ^#ifctSI|*f 1 4l5«c^I^PJ^v^T-A 0 

im** i7] 

&&i%^cofrmnm<n^m*m : 7-rz> z t £#ffcki-&ijt** 1 4 mm<Dx%m$m"s*T- 

* [»** 1 8 J 

[lit** 1 9] 

h wvrt zztzmwLt-tz is** 1 8 um^xmrnm -> r- a 0 

[W**2 0] 

fiT?^^C^ffti:t^ IS** 1 8 lEUcO^HM v X x Ac 
[1***2 1 ] 

mum 2 HifM3M£ii> mm^mm^hmfcMmtmMLfzmmmzmmm 2 h 
«f»a#a*» h m ^-tzztzmmt-tz, st** 1 8 mm^mmm -> * x a 0 
lit** 2 2 1 

h«IB43 *mgf±, huIS7 r * r-i? *-;w^g^^|Eii$tt7tA^ I P^y Mi*j-f& 

it k -T * IS** 1 3 fEfcOJfcSSKffP v^rAo 
[Iff** 2 3] 

miiEMsKJ£M¥&«\ H>rfH*5 k f)^g^|£M LtzXtl I P'^ y h LTlfffB^^: 

fens * Mtf -t & - 1 £#m t -fz> w** 2 2 mm^mmm y^t^ 

[IS** 2 4] 

ilrfEis k O^gfi, 

■9-- if^yn-tr* o^frKfc v>T N < fcU? h7-*Affi:*K 7 r 4 Xttitl , 

9 ^> b«S3M£k, 

Sr*1-*CL k £#S&k1--i>l»** 1 3SE«<O^Rf» v^^Ao 
[It** 2 5] 
TtufE&k f^gti, 

ffiiE#2 003-3078975 



# II 2 0 0 3 - 2 9 5 0 2 0 ^- y : 4/ 

t-exyn*xo **T#cifc ^ <b ^* & tfcfcli- S ft^tMn^JS £ #1" -5 £ fc * &f& fc ir Z> 
m-fcMl 3B*<a:ft*IW»->*"rAo 

[W*S2 6] 
HulB£fc ^ffifi, £ 

•9- - tf X 7°n -fc * co^f ^ ft* fctfefcH" * ft*tfeftI#S £ Wi" 4 - fc fc ■+ & 

[If ^2 7] 

[1S^2 8] 

lifrfBrt«&* v h 7-?±<7>-9--/^«bitfrfEi3fc OMt^fc (H77^ ^->XxA^r^ 

* l 3 lEHcoiJc^ip v x r- a o 
[ISM 2 9] 

!W*-y ttm^v b7-7 fcco^#tC|^g$n, *>fc t)^gi3 XX/y T 4 TV 

huIE^ 1 IEa&5te«JR#gW:, A7J I P^ y h <F>^ y VmWila X Tim 1 Mfe&ftK&'zt 

[IS*3S3 0] 

frlEisfc ijigati, 

fcitf, 7°n^x«(;i^,^^y h Sr-^W^fBH-f* ME«3M£fc, 

*m-rz>c\t*mwLt-tz> mi&m 2 9 ia«oft*i»«i -> * 7- a 0 

[»#*3 1 ] 

im$UM3 2 ] 

itufE&fc i9^g(i, ZhlZ^ 
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#H 2 0 0 3 - 2 9 5 0 2 0 ^- v : 5/ 

*-krxyn-b^ <7)^f <b lies * t££n i- £ gc*tftfci#ia: zm-t&ztz mm. t-rz 

t zmmt-tz>m^M3 2tmw%mwm~>x?-i, 0 
umm 3 4 ] 

mz&t nmrnn xt/nam? r 4 r * - )vmm±w— b kjk^s*i"o»& £ fc * 

[lf*^3 5] 

BirfS*5t «JMT:ft***tfcfclS*iS mrlE^ 9- 'J > ^§l®i± fulfil*!^ y F7-^ 
[ISM 3 6] 

rtSB^ v h7-^t^»^ y b 7-? fco:£IM=M$ftfc7 r>f T**-;wS1tfc:j3tt 
I Py^y hW7a?'J >^*fM3J:tf«iJ5Ht*f**ffi*U 

£3£*ufcA;frI ho^ y ^If^iSct^fBlg^^lt^fr^^v^T, SKA 

*IP^? F<?)Kl7cfc LTflfiErtlB* y b 7-^*5 «t^tfflfi*5t ^^mcov^-ftL^^r 
ML, 

liuIE&t «JMK|Ej&S;n;t7Jt7 I P^7 Kc^l-^^-ifx^n-b^^Uffi-SC. 
***lftftlL^:*»5^»cag-^v»r, Mf&XJj I Py^y K:WtDt^7^ 'J 

[If ^3 7] 

AT: I P y b ^HtflB^s y ^Iff^ti^mATJ I P^')"7 b <o^ff tc iPTK^iJitf 
$Q7fe I PT Kl/XW < <h ^"Cab t) , 

mUXtll Py^ y b <7><^ -y yffii^tlBi 0 $Ht&f**«lfc'**5*K:0t# LTMm 
At) I Py^ y ho<g^S3fc**S-r*i t SrW«fc-t*«l*a3 6 lEmo&^I^Tr&o 
[W*«3 8] 

buIEATJ I Py^y b ?)555fc I PT K W * J: AMES!* 'J * bl*!0^ffl I PT 

£ f£&] L 7k K ^c? v » r . bu mm 0 #tt*f* * M*N" * * ^ * ^ * $ U * 

[W^*4 0] 

fjIET >r ;v * »J > ^'Mfix -r y 7 s l±, 
frlEis t tj mm^&m L £ A2j I P^ty b <7)^ y ^W#K*frJSi- tr$k 

BtffEATJ I Py^-Jr -y b nit^-t* 7 ^ )V9 U ^^ftw^TSftJWIR^iffla Lt^ii^t: 

tiilE#2 003-3078975 
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[»jfc«4 1 ] 

£ £n L KK7>?fc* *fn''J tmUXU I P^y h<7)T Klx^lf^t \z*tf& Ltz 
[f»*«4 2] 

•9-- tT xyn-trx^^f$-*^75 ? f>, < t & * y h7-?Affi7Jt, 7 7^^AIH 

immm 4 3 ] 
mutm 4 5 ] 

y * 4 ymmttiii? j •7°mm*m?Eir&iiz$ > tzt) , frieu >^mlt, ^-&<<!:& 

[W*« 4 6 ] 

fuIE^-;H2, * y b YJ 4 y%^trT?-tX7tl l zm'$-2>ffl%>t, 7?-bX%&km 

[IS*^4 7] 
I P K£>«iJ#lt#:#&JBiS:U 

[»#3U 8] 

te&^A* 1 p/^-y nrj3tt^^M7ci pt Yux<Dmmmtmmmmm<r)WL®rM 
trie 'jt^^a msjjs-t*- * $ fiiz*> z mmst&T nx§tisrtc 

Bute «; T ;u * >f ^ if^J^T-*- * x co 1*1^ £ ^W^H^ Ltgifiglf- * ^ - 

miHf 2003-3078975 
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^-v: 7/ 



mwm & h mfcm m&mm l tz mmm. £ -r %> > 

[fjf*^4 9 1 

mrie*5t O^BKfc^T, huIS "7 r-f T^*-;i^®j&>£>!i££l£;}x£A* I P/^-y M: 
5 0 3 

^^^^n^n^^s^^iL-CT. a sea* i wmmiti pt kpx©iim 

[IS*^5 1 3 

^-^X-fa-txZmjZ^t&tfb, 'J?%< ti>^v V 7 - 9 Aft* t , 
*fc, 7n-tx4iL ti#4>f^> b fc-BfrftKfEffitU 
^> bK<z>B#M#£#*rLT'J >?tttfZ4f7 

[»*^5 2 3 

*fc. 7*ntx4«i:, b fcJflffiU 

Clh^#mi:i-^>»*«4 9fitoSf»ft*ffi. 
[IMfc®5 3 3 

[g*3fc^5 4 3 

itmm 5 5 3 

fcti 5 3 KiEttOgHMfcfcl^fto 
[fgM 5 6 3 

-f T7 * -^fiKJsv^-c, 

a* i p/^7 ^flt«*j:a f 7-f 'j > r&ft^m^^r^ mmxu i p^° 
*»5*»h*^v»t, ska* i p/-?7- y b iztifc-rz 7 j >)> y&flrzmmi-z? * 

[ff*^5 7 3 

PiU*v F7-?i:W'7 h 7-* t<D&%-KWtW.Zti. &t !)JI1I:«»S^7t 
A* I P/^ y FOAy ^«#*$J:tfigij$Ht*fl s K*^v>-c\ SJ£A* I 

b^s^t LTmri5i*if[s^ b 7 - * *j «t z/mmn t t)mw.<o^a t tLfr&m&-rzmT& 

miE#2 003-3078975 
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[If ^^5 8] 

Tu * -;^atci3v»T, 

V - ? RlFffiUte t i)*iOV»f n^Kftgti i i: SrHit t4 7 7 >f 7 "> * 

o 

5 9 ] 

A*IP^7 7 h^A^flfi^i^^^n^Ki^t, iilfATJlP^ 
*ry h&gm-t&fr&fr&nfe-tZ/Slry h7^;v^'J>^i, 

HfrlS$5ii^ii^¥^{i> fJlEATJ IPa'7 7 hOMMxI P T KU^t:*tt4iI*S: 

^i^atji p/iyy h mm%z&k7Bir & z t zt&wtt-r z> y r 4 t <y * - >vmWo 
im^.me o] 

n^tfa-^U, rtSR^y F7-^i^7 h 7-^ i: <7)^J?-&^I&i£ $ fifz y r -i T y 

A7J I P^*r y h <D^ y Vffi «t OWE? 4 /u* »; > ^IftClo'^t, SigATJ I 

*IP^7-; hoteSHfci LTBufB^^y h V - 9 is X V s mrlfiis t *)mWO^-?ixfrZ 
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mm 2 0 0 3 - 2 9 5 0 2 0 ^- *J 9/ 

t xi%m o^rii £ tfc£n l „ 

ft* Mi" 4, 

[it ^6 i ] 

3 > tf i-^ tc, rtgp* 7 F7-^ t^MBS* y h 7-* fc <7%jm;iS:g£*L£7 r 7 7 
At) I P/^-v ho^sjgTcI PT Kl/^^*t"f-6©«ift**«raB*»)^t*f ! l 1 *»fc-r36» 

im^me 2] 

IP /<l*r y Y<7>7 4 )V9 'J > ^##i3 £ tf|g *) 5Ht£#£ffl;£ U 

a* ip/^7h 7 vmn& x vrnm? 4 & 9 u > ^*ftc^v»T, ^i^atj i 

[lfS6 3] 

«coA^J I P/^-y hKim£4HaHS7Cl PTKP^oiiflftitL, 
At) I P^f h<DmiS7t I PT KU^U*ti-*«jK***lflH*«5 55-lt^*T«^i-^ 
SiSAytl I P^y KO^Mi: LTfriei^^^ -y h 7 - * £> «t EFfltriBfc 

7,7- y -fZm-f ZZ.t 1 1* 7°n ^7 A„ 

[»*JM6 4l 

[|»^6 5] 
[fit** 6 6] 

mfl#2 003-3078975 
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* >$iJ^i3J;^^ <f ■7m%}<0&%:< t i>-J}Zitm Ltzfr-friz Lfe#oT, HulS 

t 6 6iB«o£> 19 

[IS*3M6 8 1 

y h 7-? fcHIK* y h 7 - ? fcoJft*^SS:«$^ jot vmWte XXfy r 4 7 7 
iuIE7 7 i" 7 1 ) * -)vmm*. 

[»^6 9] 

&t t)mm<DMm~mm\t) 1 hzmm-f&ztzftwit-f&m^me sumo 
[li^n 7 0 ] 

i&WLb-t &toi&£6 8 ifcH 6 9 \,z8M<D&Mmmi/X-r Ac 
[f»^JS7 l ] 
mffE&t: 0^g(±. 

jazz/, 7u-tx$Lm^%& h m&MzmM-f & j s<> MEit^t, 

t S i t «p« i- * W 6 8 IE* © Rr» '> ^ -r A o 
[fif*^7 2] 
itufE-fet «5^B(±. 

1)1*316 8lE*<7)^KfflJv^^A 0 
[»*Jg7 3] 

v*j >mmte£zf? 4 ym$)<7)'j>tt: < tb-xzitimLtzfr-jvizLtztf-ox, huie 

Ijf*3l7 1 {ClEftOlic^p^v^T-Ao 

mtiE#2 003-3078975 
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[»*«7 4] 

£#®i-t£fif*Jl7 3fEttO#S:K#Pv*^A 0 
[fit*^7 5] 

buIE? r >f T * -;^atc is v»r, 

m-^fk^n^A* i p^ ? h zm^-tz tti> m^j i p^ * h imwtt&t: 

[W#E 7 6 3 

ii<flEl*l3B* -7 h 7- ?_tco-9--^P>iilriEi3 OHi^i <^7t^ )Py^fA £1g 
[»;fc«7 7] 

[iW7 8 3 
JjC^ IftfP y^fAW & ?j & 13 j3 v * T > 

umm 7 9 3 

[m$£8 0 3 
[fi*JS8 1 3 

l-^yn-tX^^ti^-o^^iJtcM-r^flJ^i:, £fEi£L£^i * 7 8 % 

fzit 7 9 KiE«<0#Stfc*n;fr£ o 
[If*^8 2 3 

& & fc »j ^ s * ffl > * ?t g& m m u m k & v » t . 

Xtl I P/^-y ^if^isi^HufB^^ fc*r 'J >^#tc^o*v^-c, SitA77 I 

> iifgATtll h<7)$5ii^i: LTfraBrtflK^f h 7 - * is J: V mm & t (9^®Ov^ 

miiE#2 003-3078975 
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^-v: 12/ 



XT7^tn:i: t-rz> m&m s 2 uwLo&svsffl-ftfeo 
nmms 43 

[W#«8 6] 

[»3fcE8 7 3 
tit. yn-txiifc, WB^^F^itllL, 
[IS*JS8 8 3 

3 y M =l - 9 Tk^m® v x -f a (DTkWtPMZWiJ S fc#> tf> -/n ^ 9 -Mcjs v*t\ 

bu SB K > * >©J^I * (i 9 4 -/SUft fcfjlffl Ltz)V~)Vb, £ £ , 

[W*^8 9 3 

tB!iE#2 003-3078975 
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[»#8 9 0] 

BUlS^flDK^a^-r^^mulSA^ I Py^y h^inSRtf-i'U-ttii 

x t" v y°£^1r ZZt t "T * iff$£ 8 9 S2*tf>gc3*|»«l ^d^a. 

[»*S9 1 ] 

X -r -7 * - t 1" * fft^ 8 9 i fc 9 0 KSBtt*>:0C*|*ttl 7°n $r v A 

o 

[§f*^9 2] 

tulEA* I P/^-y b £-B#lft^ieitU 
&*rt*tfcfclS*tfca»ofc|fefc, S^A^JI b£l*38B*-y b 7 - ? H gifrlft K3£ 

7^*tt4ifc 1 1 - £ fit*^ 8 9 i fc « 9 0 HIB«O^C*l»ai 7°n ^ 7 A 

o 

[ft*«9 3] 

■7 r 7 7 *-;Hfi:, 
HufEi3 t 0 2§mt±> 

tuiex^r 7f^i^?)iKii$ti^A^ i p^? hizmr^^r-^^yu-t^^m^ 

lulBx >y -f-^gii, 

frlE7r>f77 ^-^g-C^a^^^XTJ I P'^y h<*>^ y r«fR*3 <£ tfig I) # 
tt^#«o*v>T, ^ltA^JlP/^ -7 b<7)$£ai3fci: LTHirfEl*3«B*-y b 7 - * £ «t V m 

TtuiE^T-f 77 *-;i/£lg{i, 

IE##^^#^ J: <9 $^7^^'J> r Clot, "7 >r ;w * >J > ^ 
Vt*mm\,z^M-tz>tz*b<D-7 j )V9 <; yy&ftMm^&t, 

[ft ^ 9 4 ] 

HiSE#2 003-3078975 
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^-v: 14/ 



[W*^9 51. 

Bute 7r-f - ;i^m£ J: TOfB* -f ^ fi *v b 1 ?-? ZtiX^&Zt* 

smt-tz 9 3 umoixwrnm -> * t- a 0 
im^m 9 7 ] 

foU*y F7-?t^7 h v-9 W i:lf $ ti t ijciM -> x f A c v^t , 

7- h^gf L, 4?fc< fc«?7Cl PT KPXjoira^ I PT YV7,^^tsTv- 
[»#«9 8] 
77^77*- Jl^fi , 

huIB "7 r >f 7-7 * -;i^g(iA7J I P'<* - 7 hU< l±-€-tf>— SBO-f*- * S:3-trgjfc* 
y -fc - v £ ATM mn. 1=3-9" - /<^3HS L > 

trj£^ -7-fe- v^huIE7 r -f77t-^i^Iitl)> 

[It^JS 9 9 ] 

mtiy r ^77 * 

A7J I P/^-7 KOA 7 ^tt#;feJ:U^ij#»tfcffrKU£^v>T, SKA7JI P^y h 

BifiE# 2003-3078975 
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o 

[W*« ioo] 

I P/^ -y h £Ay7l-S ^> ^f^ATJ I P^ v h i:MtSiig^#L, 
10 1] 

huIEI*!^^ y b 7 - ? £ i: O f l»SE*WB* -y b 7 - * ?>4?fc < £ & — 75 <tUo 
tfriB^fc < £ i o <7)ifc^£n v ^ x ^ ^ <b i£^1££n 77- b &&m-t&t^ < fc 

&#5g7G I PT KU* j3 iU^^fc I P7 Fl'Xi'&trT 7- b ^^J^-f 
[ff^ 10 2] 

a>tTi-^U, F9-^t^7 b 7-^ k©«*t:Rf§*ifc**l»»"> 

airErtSB* -y h 7 - ^ y<wic*n£ Lrift»t <b n^smo & t o 

a < & i mm<r>&mmwmzm n Mr, 
mm^mmmm^m-o' < i p/^y Y<DM^^fm^tmm<oxt)i bi-*j-i- 

-2) fit MiSE i; £• ffijf L >. 
*S I P^y bZXtl-f&t, mmAt) I P/^y bK*f-*-£«!|SJg&Jfc#U 

10 3] 

3 y\L^-9 fllft* y fcftffi* -y b 7 - * 1 0*#HK11§ *i v 

fiMBl*a»*y b7-*£<fc£>*iiulE*m*y b 7-^o^-& < 1 ^tc»»t btifz'Js* 
< ti> 1 o^f^'>^f A*»?,$S^77 - b *ftL> 

BufB^f L/;ft?i»7 7- b fc^fc < t i>rmjtl P7 KV-Xisira^I P7K 
^X£^-tr7 7- b H^m-TS, 

10 4] 

F*9SB* y h7-7 F7-7 £<7>^^f£g$tU 7 r -Y T7 *-;^Ik, £ 

buIB7 r 4 *-)vmmi-\tS I P^ -y b *> L < (i-eo-Mo-f'- * £3-trg3M 
•y -fe- ^^^rSBWWttVa*- '^3&«U 

miiE#2 003-3078975 
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[fit M 10 5] 

bijIB7t^77*-;H<I®12. buIBIl^ y-t- vH^in^<fH)^^^0|gi9^tt# 

£ «t C/Tiu IB is fc 0Jli«>v»fii*>S:Ii?t4, 
Xf 7ym^-i:^«tt^W*Sl 0 4 iB*<7)#*lft«?m> 
[W*JS 10 6] 

F*iSB* h 7- ? y h 7-? co^#HISg$ix, 7 r ^T^t-^ih & 

#j IBM Wa-^ - / * £ n > tr a. - ? &; t^fcfcw/a/^ACiJ^r, 

sfflE^*^ 7-b-y|:tt'i:t, y -b- V\z.^iL K2> f- ^^^BUfBXtl I P 

HulBfg^JK^^^ < fe^trJEEfir^ -y -t- v£itulB7 7 1 ) * - /i/§&«^SHs i" * , 
Xfvmnii^ftiti If IKS M 7° n / 7 A. 
[f»*^ 10 7] 

=r > If a-^K, ftgfc* y h 7-^7 fc^fflj^. y h 7 - ? $ *U ; >ta < t i> 

I P^7" 7 hU< {±^<9— HSOf- * £^tfS?jM y -tr- v^huIB^ r -f T 7 * 

HufBATJ I PAt y holcii^t LTtulBf*!^^ y h 7- * js «fc V*mZ£ t <Q Ii©v»f 

ft j&» 
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[*^&] M# 
[0 0 0 1 ] 

7 - 9 h <DJ%W Kit L T 1*3 « * y h 7 - ? ±0* iS i tztr><Di/XT-A&£ TO 

[0 0 0 2] 

nSK^y h V-9frh<D&VLK*t-t&mmftMt LT, (1) 77^7^-^ 
> (2) fAH^yXfA, (3 ) £h •) yXfA, fcv^ofc^tt^abo^o 
[0 0 0 3] 

7 r T 7 * - ;K7>-Wi , fc x. iX&fflW- 8 - 4 4 6 4 2 ^&fR (iff HsfcflR 1 ) £H 
*$ntv^ 0 WO I P* 7 h 7-^ tnU(DJ —9-^ -y h (S&iSII() t?)t*i:7 
T ^T7*-;v£l£gU h**M»*y h^-^fcrtSB*? h7 

OflgiJ (TCP/UDP/HTTP^f) r-'-^l*!^ (^>fD-K) &if*>#B5L& 
fctttf, f!lx.ti\ fl-SB*? hV-?— tftfc&fflZtiX^&Vf e b -9— if U*t LT7 - 
[0 0 0 4] 

«A1ft*lvXfAO-Wi, fcfcx.«r#|H2 001-35067 8^-£$R (#»*]K2 
77^-/3 >rtOfiJ^;l/-;U, ^iJx.(fWWW-9--/^^iEftA*lJ^^-^^MA I 

18* y h 7-^_h^»in^/N^ y hO^fTC IP7K1/XU< (±^1f7fc I P T K 

«b> I PT KP^«r«FO^-/srtCfev»r^i&ft*WT7* , J a >^^-T^o 

fl/-/u«r2gfrU li^T" y h^IE-r-*^)^S^^*>J^^o C -9 i" £ i U <fc t) > T 
7° 'J ^-va >tc-fiK#L7tJ: ^ffiJ^Oi^v^At^^"BI^i:4^o 
[0 0 0 5] 

tab *) yXfA«*lWli, fet ;L(»fl2 000-26148 3 (#^^3 
) KH^Sft-C^&o :<7)^fc^)yXfAii, 1 OOTKflj^SfifcrtSB* 

, ->fc^&i-4fcO*3RiE'<*y ftLTML, ^OftSUtitlR (SUB 

7ciP7Ki/y;, li^iP7Ki'y;^i^^tf) £ * na^q-r So fr-9t 
it, mzm<9\-M* y h r 7-?frh<D^'r y K:ov»T, l&ffi L£t&giJ1f #K^gc1"&y* 

h ^i-^T^^-/MC^i-^ 0 /*J4, ft 

L, rtffi^y h 7 - ^ ±<0iE3Swt-^^ i fcfcfe©Jt>f A t 7 h^ML, 5fcCTIEyN 0 

WSH^y F7-^±t:ff|Et4ft»tt:, F*J«B* -y h 7 - * fcv^T?, 
[0 0 0 6] 

£i: *) yXfAO|2Mli, /;tilfti|2 0 0 2 - 7 2 3 4 -^2rfR (#^14) ic 
l^$ntv»4 0 ;^f^t!)vy;f Ail, rti^y F7-y i^^yf7-y ( 
^ -y h) fcoSfc, b 7^ -f t LT, ^JEt^ffi-^-y^i:, is 0 

^ix.^o W^-y h 7-^^<bF*lg|S^ y F7-y^gli4^t7 h Sr^IEtfc 
m-9--y^-C^L> ^Jx.(i\ ^fgy^-y n- Ki:ov^p7r^7-y77f > 
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. ^a61f^M^-/N'li^IEIil^3S^^^P7t-«i-'Ci3^, v- ? ^aba^ -y h £ 

o -?-<7>f£. jo ^ +h-/s-e(±, y h££./&U ^lE^-y h<7>jHff7C*x h 

[0 0 0 7 ] 

§<b£, &t *) y^fA«i3ili, £txJ£#H¥0 9 - 2 2 4 0 5 3 
tt5) JcgB|K$nTv>* 0 z<7)V£$k<D&k t) yy;f Al±> <2r*fc* y h- 7-* U ^ ? - 

#*y h 7- ^(bOi^g/^ y M;ov^t, y^y h co^ y ti^ffi ffc^lf 

JRffiftfattc * 'J - ^IfeSfclE^ "7 -f >; V^Srff "9 o x * 'J - > • 

vXr-AtDjijg^ ^^7jc-jt.{±I P7KP^*4 £1% t r a c e r o u t e & £ 'Srffl 

- h^-y h 7-? U|fi| y Mcov>T. fttf * y F7-?t:gK^tSt^>C 

•y h7-*±n*&** hoitat Lt»^s*«ok <>-ci4o ^-f a-^-e. 

*y h7-7^<bOWf>^7^- h^y F7-7^n-ei^o 
[0 0 0 8] 

im^m i ] 8 - 4 4 6 4 2 0029-0030. 1215) 

[iff It^m 2] #^ 2001-350678 ^-&fR 0062-0084. 
H l ) 

[#lt^M3 J #^2000-261483 ^<Zr^ (#3:&#-^ 0024-0030. 
EI 1 ) 

[fIM4 ] #HiS 2002-7234 0036-0040. [Ell 

. 02) 

[Sfflt^m 5] iif 0 9 -2 2 4 0 5 3 -^fH 0037-0043. 0 

066-0067. H6) 0 

[0 0 0 93 
[0 0 103 

K-C, SSL (Secure Socket Layer) ^IPSec (RFC240 

^nt-^-f b $ ft x & *) # fis -eiiv^A-e^io 
[00113 

L § ft-f . y h tfft&Ltz V, * y h 7 - 9 ofc •) 1" 

[00123 

t tz . tfHvfclR 2 is J: TO! 3 tcfem $ n tftAiJO yXfA^H-y ^fAO 
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ilWtli, ^ft< t & io^I^t7 l*IgB*-y K7-^±Ofit-<lt-^* 

ft<> mm^yy h^iEtm^fifzm^^ii, z<Dm*y bv-? ±wir ? bm 

[0 0 13] 

rv>ii>o iofca&K, JE5S^yN°^y h ^tt* i lE^fty y--tx^ft 

ff*?F7-^, HHr ft T ? -fe * rt*rtSR * y h 7 - ? ^BfrtLZ nTflte *** & „ 
[0 0 14] 

ft f"C£> 0 , « Af£*n y^rAliu ■) U fcflWIs* & L tf L tio Tl&fc] LTLI 

O o 

[0 0 15] 

ftA^'/XfAli, — «tc J: < £n fclif^trv^ fA^ft*/^ - 

[0 0 16] 

$ ft TV (fii?^Xf-h7^7'nFn;K^o^) „ ^F^ft T ? -t7><D& 

icft^, 0 

[0 0 1 7 ] 
[0 0 18] 

frbX/izyr 7 •> * -;i^e £ t tc** 0 

[0 0 1 9] 

■e £ & &&mm yxt Aisj; ra-Sft f)OT:77^7^- fl/§|g £*§{£-f * c t £ 

o 

[0 0 2 0] 

Aortas* y b v-t ttm* y b 7-? t oJt^ni&m^n. &t <ommn7 r 

Cfc-C^*0**S«rtftftIi-'*a:*lft*P¥S*^rL, 7 7-f77t-^iII± s atjip^ 
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h 7 — ^ is .£ Vwitiio t D**m»rft*»*»#i-*te^fcjfflR¥g:4:. mflfiist i9£g® 
[0 0 2 1 ] 

$fiSoi2?)ESi:J:Ktf, 7 7-f7-)t-)Hlli, A7J I P^t y h <D- 7 
$gis £^^l7^#K£o^T^I£A7J I P/^ y bmm%tLrm$ZftM*y b7 
- ? is i liuIEis <h «)J6fiOv»i*ii*»«:aKi-S<Kaiafea^Si:, ItlfcOATJ I P'*ir 

, mmf,m%mu^it, iuieatji v^mmiti pt kpxw sitiiius^ 

[0 0 2 2] 

4^l§B^^J;^^M^vi(±, A* i rfflflMs «t a*? 4 >; 

xui P'Hry h<7)A 7 rmmis i^siM^itts^^, =^atji fco 
te^t lt itrie rtSB* y h 7-^43 ctt/Huie at vmwo^irti fr*m$i u iuieatj 

I Py^y h^ituiEisi: ft & mm\t) I Py^y -9— fcTx 

•J <h Hii^tt btitifr-n' iz MKir Z> fr&fr fcflJjE-f Sit "C^C*^>*«t Srlftftl L , itufE 
At/ 1 Py^ y McMLTijr^^^L^^S^^fL-CT, =iSA7J I Py^-y 
^«#U*tJfc-t-* 7 -f fl> * >J > 7&ftZmfcL, XtlLtzl P/^ y h <7>- -y *"ttf3RK*J- 
JS-tS 7 -f y»CioW y h7^^'J > ^Sr'Ufrt"*. *-r y 7°^^i- 

[0 0 2 3] 

If L<ti, *^i:J;l.7 7'f7^*-^IlJ, A7J I P^t -y h <n^ y vm IRis 
J:tf7 -f > FZkmzm^^xmZXT) I Py^-y h fc^aii-S^gjfrfcipJfei"*'* 

y -y h 7 y 'J SI?nfcAA I P/^ y FOa -y #is «£ tfH 0 

^frCSo'^rStX* I P^°t7 hogi^i: LTiifrlElW* y h 7 — ^ is «t C/wffiEis 
t 0^ffim^ft^*3#^*3£$£3te£#^$:i, ^ifcOATj I P^y Hiistr^ii 

Mtci pt visx<Dmnm*mw-?z>fzfr<7)mMmmm^&t, mm&t vrnw^mL 

tzXti I Py^-y h LTlulEis <h bfc*»53&»lw*^V»-ca»A^J 
I Py^ y M:Wlt«t^7 < )V9 'J >^#*fltS7 4 )V ? } ) s y&Wgm&Wi t „ 
fc#U «rlEIE^5fc«^^t±. fffEATJl Py^ y hosmxl PT Kl^^uitti^ 

J6i:r^»A^ I Py^ y hO<Ej£$fc«:8Me-r£ £ £#$ct-f £ Q 
[0 0 2 4 ] 

Iftfil^aSr^rL, i^lMn^ati7°D-tr^^^coH^^-C^,S7°n-t^ fc, -eco^^n-tr 
^t<7)M# N $ ^i:7^-tX7C I PT fc<^M^*^o|HJ*?joT"e. SlTn-ty;^ 

[0 0 2 5] 

fts^ztzmz LXfem-i-Z'^y "sz-ZttimMb* A7J I P'ifr y h^^n- K*#J!BL 

-^oa««a&^S:Wv^^, -eoiSS^JSCr, «HErt«B^^ h7-^4sit/|ulE 
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-va ^f-^fgll^, ^il^^o^tf^tc^t LT^^ntv^^t'-iM 
[0 0 2 6] 

<0&£>4: 0Mfc^&< fct l»Miia^«>)i-CTfIL, Ay^I P^y b 
[0 0 2 7] 

%L$tW<vm 6 K «t y h 7 - y* «t Wll 7h7-^^<H 

< t ii 1 o<0«ft yAf A*^ $:^^£n 77- b- «:SfL, < £ *>?M£x I 
PT VlsX&XVW&ftl PT FVXZ&trT?- h \zm&1rZ>T7- 

[0 0 2 8] 

$H^<Di7^Ifii:J:Wt 77^f77i-^t^ i3t DMt, < h& l 
oo-fgjKteM^-'^ £*"U 7 r -T 77 * ->v£gBt±A2J I P'*fr v h & L < 

I Py^y FC^t^iiS^SiL, «rMJRKS:^*< 4^tr(S«F> v -fe- v£Hu 

, atj 1 p/^-y h(7)^ y ymm^xz/m^^n^izm^^x, mmxtii p^^-y v 
4: LTA77 1 p^^r -y h (omm&%w&^ & tzfr<Dmm-y-- s^m.^&t , $m 
[§&93<7>3&m] 

[0 0 2 9] 

&±ffiMffl LtzXoiz^ iz X & TXmWffl ->7fiS ^Tjft icifi t±\ IP/< 

y -y bOA';rfllii:icfv»T/^-; h ommZfto fc#»c % y b 7 - * ^f>ftSB 

t & I P^y y Iz^ZWLZti fzv-x I PT Kl/X^> t < lirj *-~>a y I P 7 F 

v^t±Bff-?-fi:$ti-r^ ^h\z-7 r 4t*j *-)\'m.mzxz>&k <omw^<nmmt, z\tib 

[0 0 3 0] 

#f&9§ K «fc *UdN 7 7^7^ * -^tH: <t Sis t *) ^Oii^ W^v^ 

v>-C4, *y h7-^tttl**5v^^;v-e«Ht-c^* 0 
[0 0 3 1 ] 

•y h7-*^Oligft))»l<4»), ^m^^/c^ffly^ y h 50rt«^ y h7-y 
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[0 0 3 2 ] 

WyXfAli, ^tfJ^, 7 r 4 T7 1 is 4 f/ist ^12 £;frU 'f > * 

-%y Y 3 i:[*j£M>y F7-?4 £: 7 r 7 >7 * - ;i^fi 1 $ tiT 0 

|*3«B* y V 7-? 4 (4, WWW (World-Wide Web) & i'Ot- kf X £tt^-r & 1 1®J^_t<7> 
^-/s'gf 4 0 1 £-a"tfo - C-Cii^ > y h 3 m&^7C*X h 3 0 1 #lt$^T 

[0 0 3 3 ] 

y — 9 A ^jUft L , h*^v>li^Ay7 is <h «9 2 -\ 

T7r^7^t- ^ilM 1 ^&LXi> 4 v^ 0 7r / f7 i ) * -^SB 1 tee^^Jk^y- 
[0 0 3 4 ] 

i mtmm 
I. 1 ) i*J& 

H 2 (i, ^5&m<7>m 1 ^ifita ^lAiRlPyXf a^)7 r >f 77 * l 4s4 

0**5 1 ott2 ois^^^-rrn -j 7~m~C$>Z>o 7 r 4 T7 *-/HI« 1 ^SBiifa'f 
i o 0T^ h 3 HI OflKIi'f >f7*-x 1 0 

4 -e^as** h 7-^ 4 k«a$n*o 

[0 0 3 53 

y F7^^ 1 0 1 14, fl-SPiHH" >77x-xi00i5J: tKif 10 3©ISi: 

y-y Y7 4 )V9 U >^«:fr"?o f &=b*>, f£j£1-£ 4 7 7h7a*101 
SPiHa* >y7x-710 0 *5 <£ U^NMB 1 0 3 <D— -fifrh^^itz I P^7"7 h 

[0 0 3 6] 

7N°v-y Y7 4 )V9 10 1 tJ$iS*ifc/^ y M±fl#B5 1 0 3— 3i^>tU SNMB 1 0 3 
(4, ^l-^lfjg'; X h (H5) ^#."SL, /^7 h7^;^ 1 0 H^AiL/:I P^" 
*T y h<Dfo% I P 7 KPZCft'CTlS^T- 7 b 1 <DfaMMM4 > * 7 x--7. 1 0 4 
4s 4 ^2 >f 7?7x-7,105 (OV^-f ft^!£aff1-&o ittw, £ 1 

|r/^7x-^104 i fclif 2 0 1*3 giSSjf-i' >nx-Xl 0 5 v b 

3 KfpJrt^ I Pz-c-Jr 7 b &Z*y- y Y7 t )V9 \ <d I CfeM^o 
[0 0 3 73 

$ 1 Ortg&illgi' 7x-X 1 0 4 14, IfW 1 0 3 frbXDLtz I Y>'^r y h 
gM>-7 F7-7 4 HfciiL. F*9lfl*-y b 7-? 4*»&>f — b 3 K|p]^ I P7-?y- 

y h ^i^a»tp i o 3^eit^ m2<Dft&mm4 >*y*--* 1 o 5(4. gHft$i o 3 

i:<totii$ti/v: I Pa'7-7 b£ist t)ti2 KfSiiU 4s£ <omW:2frh4 
y b 3 fcl&Hd^ I P/^y- y b 1 0 3 &c 

[0 0 3 83 

43 1 l)M2l±, 7 p o-fe7t2 0 1 tl%M$i%\M2 0 2 t ^^^o 7°n -t -y -9" 2 0 1 (4 
, WWW^Te 1 ne t ^ ^ y h 7 - 9 *}r- tfX ^^1" * 7°n -fe x Sr^fir t ttif h 
, S^yn-t^o^?£Sr^:5?^fti8|5 2 0 2 ^Pjp#fcii1- ^> 0 ^»*fl^2 0 2(4, 7°n-tr 

htitzm^^lZikm^ttW.^-? %>tztb<DT ? - V ML77 ^7^*-^Si 1 — 
[0 0 3 93 
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SUWK >?"7i-X 1 0 6 £MLT79- b£Atl1rZ> fc, ffim^-^mi&Ml 0 7 U 

[0 0 4 0] 

H3(4, HI2 <D7 r << 7t> * -)vmm. 1 H^lt^T^-feXtlJ^'J X hflf)l 0 2<7)|i 

^^#^m-c*^o T^-txtufjp >j ^ bmmn 1 o 2 1±, 7^x$muff-?^- 
x 1 0 2 1 , tts^i 0 2 2 &£zrg.m&mui 023 £^i-& 0 r?-txm'M } ) x br 

-?^<-X 1 0 2 1 l±, < fc i> |~V-X I P 7 KlxXj , [ffXr a-'/3/I 
& £ r 7 Y ;u ? M77 & J i:v>o/:7-f-il/K 4x>F>J ( T K U 

^Wtp/iz-nO ©fc^fcte^TjrfllUfiy*"**,, t**«l 0 2 2(4, y^y h7<i^l0 
1 frh I P T K V7,ta fc**#trWv»^*>* (RQ) £§:tt&fc, T ? -fc xfljfl 'J x h -r- 
^^-X 10 2 1 frhMB-f&T ? -t^MM^- ^Ztk^RtXy^'r v F7^^101^ 

jgi-o MfrMtu 0 2 3it mm^-^m^i 0 7&h\jj Ltz^mmr ?^*mm 

Z> o 

[0 0 4 1 1 

[214 J4, Tf-txmmV X h T- ?^-X 1 0 2 1 Ort§*«^Lfcfll^:BI-C**o T 

otM$^^o #7^-t^«i;v-;Hi, 114 K^rfi 9 i: ( y-xi P7Kl/^ (s 
RC) ^fafU-v3>IP7F^ (DST) &fc*o;v-;vji£-#ftfc, /ijry 
b<D^M (ACCEPT) , JgS (DENY) , $m (DROP) & Z<»ffi1£<r>9&M1iVk 

(proc) ZTFirmw&tv) rn.fr b%z> 0 t ?~t*mm>i'-^i±-mwMm7££ti2> 

<DX\ Z<7>M&ZT ?~t*mfflV ^Ff-M-X1021 Xi%WLX& < o H4 iC£v> 
T, 7X?'JX^ (*) liftt»7KU^^/TL, ^7f7^^fti^ "ACCEP 
T" li^-yKDfl, "DENY" li I CMPx^-iaS:t4^7 hiS, "DR 
O P" tt I CMP-^7-ii£n£ L&w^y -y hJJHUSr^n^'^fo 
[0 0 4 2 ] 

H5(±. liagfisi 0 3 KiaJt^ftfeajiw * h^— ^u^^i-^ia-e^^o if*^i 0 
iivxhtii, rtgB* ? h 7- * 4 i p r yuxtmmztix^^&o 

ioi:, *ftffl -e* 5 lif © I P 7 K P x «:5e^ i: t s ^7- 7 Hi, ^l^yhtis 
[0 0 4 3] 

16(i, KFUP^-^J^SUl 0 7 KUWZiiX^&ffim^-frX? V zfbZmTjkLtzm: 
RmX&Zo f£L < ttft»t*#, Hf#P*'-/MS|S£«5l 0 7 14, « (REC0N) , «A(IN 
TRUSI0N) , gcig! (DESTRUCTION) & fc-OljtHHSU r K , Kf ft )V - ;1/ *■ L , x. tf 7 r 

intrusion: (src : $ is ourc e_i p_addre s si , d s t 
: *, proc : drop) 

t^^fzmmmr^tiz^cmm^i^tKmm^tix^^o ^.m^rn^n^ r$ is our 

CE_I P_ADDRES SI J (DUfrfiK «£ 43 fc i)M2^^7y- 

b tC|Em$tL7t1f# ($fA-y 7 h<7)V-X I P7KM) ttlM^lt^M^-S 

o 

[0 0 4 4] 

i . 2) m\% 

1 . 2 . 1) At-^7^^'J>^ 

m 7 14 , *3§hj? co i mm^m k * & ixmrnw ->xfA *>i&ffc *^t7n-ft-Ft* 

4^|fi)ttfc I P^T-y hZfmmtiM >97^-* 1 0 0-C«x.7t^ £&I P^ty h 

ffiSE# 2003-3078975 



&m 2003-295020 ^- v : 8/ 

^7^)^10 1 (*-r v ~/A 1 ) o 

[0 0 4 5] 

h7^Hl 0 Hi, Sil h<7)^-y ^Sr#JHL, -e-tcf5fc£ 

UltHV^ MrSSBl 0 2^tBtJi-& 0 T^-fcXWHW'JX hflil 0 2 Ji, iifcLfcJ:? 

A7J L/c I PT Kl/X£ffiv>TT ^-fe^flTlHJP'J X Ff-^^-^ 10 2 1 U 
t -y b LfcSI/JOT^XililJ^^-;!^/^ ^7^)^10 1 ^di-f o T * -fc * ffiUflJ Jl" 

hfcSSiSfcliJj!*-*-* (7f'y7A2) o IP/<7 7FHIL^Ii> iiIP/< 
^y h*rSf#ttl 0 3^11, «B*§L i£*> U&O;^ -y h coM^ <h ffljffl £ 

[00463- 

r^-t^mmv * Mapasas 1 o 2 nisitsT^-t^ww^-^o^iwiJv^-c, 7 

h 7 -f ;p ? 1 0 1 ^ h Xti- LfcV-^IPTK^ 1 0 2 2 **$ltfl5t« * 

SS 1 0 2 2 t±l@*<7)7 7 -t^WUP/W-^oa^^fef^t A# LfcV-* I P7K1/Xt ^bs 

[ 0 0 4 7 ] 

1. 2. 2) y^-y hli>» 

^CH, IfjgfP 1 0 3 T*(i, * h7U^101 "e$a$^/i I P'*^ y h CitLt 
, -?-<7)f-V Xf-f v 3 > I P T t^tbWttfhtitzm^) X b t £#hb L, $f.M 

t<IWIfi^^7x-X (104*4vMil05) £&5e1-& (Xr77'A3) o 
B^ftCti, El 5 t'T^-r «t 9 feSM*'; X h t , fUf^-->3>I P7F>7^1 

I PaC$- y h £*> t 2^It^ c %> i> v^^-^fi, £ 1 Oft^iHg 

O^7x-7,104 Sr^LTW -y h7-7 4^f£ i pA't y h ^f5iSi"^o 
[0 0 4 8] 

I P^y h 7-* 4^vlXjt$*ifc%£-fcM\ III P/^-y MiftSB* 

y h 7-^7 4_h<7>i&i2J&-9--/<§lg3 0 WSgO-'J— tf X SrHtti" 2 tzibOlei 

I#ffte*i5 (X f 7"A 4 ) o 
[ 0 0 4 9 3 

— ^ I P>^ ~y hrt*.J3 19 ^fi 2 £ ft*: f±, fOT"n-fc 2 0 1 tli3 

M65^»H52 0 2^IM^ Uf7 7*A5) 0 £*>BK £> t <9 £eM 2 (±, 7r 

-< T7 * -;^e 1 frbmmztitz I P/^y h£> W^f^ *-->3 y I P 7 K 
l/^^)M^PI^f> SfitSii^li, £ t 0 2 KlliSto I P T 

SlUfflS 1 0 3C7 Kl^xgg&gB 10 3 1 £lf ATio^, A73 I P^ y hOf^f^ * 
-yayIP7Kl'XBt t)mW2<D I PT K it±t\ is t >)gl2 ti 

lit I P/<fr y h fcfcg-TS i 9 ^M^ffl^ttiv^o 

[ 0 0 5 03 

1. 2. 3) ®-*t—\£A&m 

I P^t- y b £Sla^ &t O^S 2 t±, jkW- l£X t LT> WWW^T e 1 n e t 

^<7)T7-bX^T-*-^^-x^a^if ti— iatff < 1 1 «t v^ 0 ^#:fltjt:i±, ^Jx(i\ T 
e 1 n e t ^- lf:*tf>*§£"Cab*Uf. Login/Password 7°n > -7° h ^Ott^: 
OATJC^LT, t^tn^M >£ffpnTU ^--+Ptc^c7)^ - 7 -tr- v^^^i-^ i 7 %m 

[0 0 5 1 3 
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1 . 2 . 4 ) g&ttftl 

43t ^I2^»H;2 0 2 Tli, yn-t v +h 2 0 1 frhM%HZtiZ>tik&tt. 

0 *-*M&fc«\ #lxJ4\ WWWt-IfxWtLt rwWW^-lf^lc*.tJ£-f-.g>7° 
ntxligf>i?)t-A'gii:^7 h7-*T?-bx£-t-£ii:J±&v>J hv^ 

r/usr/local /www/ logsf^H'J J£l*Mc 7 r -f Jl'Srft^ & 

[0 0 5 2 ] 
[0 0 5 3 ] 

• r^J : *°- >*?/*i--jji:^%:t<o^frtyz> r-7 * yfr-yy yy- i >y 

J 

• [ilJ : P i n g Of De a t h * t<D^~ fcfy^jtgJfc^ 

^na^aBUSr^toftgELTiJtttf J:v» 0 #fIEL£ |~/usr/local/ 

www/ logsf^n'J WC7 7 >f /u«:*§&tr £ t J4fcv»J £ *fef*fciSK 

[0 0 5 4 ] 
1. 2. 5) 

site, 77 *-jvmm.i izjstfzm@ifr-frmjE.Mi o 7-cii, mw4>?y 

1 0 6 ZftLX&t t)mW2frb ; g:mLtzT7- Y £#MU RflH^-^Srfflv^r 
T?-fc*ffiJ*Sp;p-;v££j£U T i?-t7,mW } ) * hfias l 0 2 ^Si£7 * -txfamfr- 

[0 0 5 5] 

^#^Ht±, RftfiP^-^flJjegB 1 0 7 ^tbTfrMWiNZtK, H 6 <7> J: o teffi'M fr~ 
fr^^ ] )y°b^m^LXis<o WMfr-fr^ 9 'J 7° Y iewiH^ciot, 
^agiJtMffi-^#T^-tr7.$lJ^l;i/-;K0O^St<7>m^ie^1-^o T * -fe x$fjfp;i/- 

(4\ 

(SRC : $ |SOURCE_I P A D D RESS! , DST : 1. 2. 3. 4, P 

ROC : DROP) 

fc3BJ£$*l.TV>*»^ r$ |SOURCE_IP_ADDRESS| J ©Mli, 77 
- YKttmZtitzV-^ I PT KPX-Cfi&Sfu 

(SRC : 1 2. 34. 56. 7 8 , DST: 1. 2. 3. 4, PROCIDROP) 

t \s^tz^£%ftt<DT7-tx®mfr-frizm%!:2ti& 0 fit, mwir ?-t*®mfr- 

;W4. T^-fe^$iJ^l'; x hfl^l 0 2l*!<7>HfH&3SI$l 0 2 3MS?i$tL, 7*-fex»J 
iP'JX Ff-^^-^ 10 2 1 i:ltJi:i6tiD$ti^o Htv-^I PT FP^^iVrV 
x r -f * - "> a > I P7K1/X (Dft^ 1)07^ -t Xfljfp ;w - 7^-t^ MM l ) X Y 

t'-^^-X 1 0 2 lfce»$*iTv>4*-&Kt±, mfffttaSB 1 0 2 3(4, *ffcfciIiDS 

n^r ? -tAHtm n<- fr i,z%: & x n izmwiir ? -t*mw ] ) * y r-f<-x 1 o 

2 1 £Hff1"&o tztx.ll, T?-txmm ] ) * Yr-f"<-x 10 2 1 ©ffc****:^ 
[0 0 5 6 ] 
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1. 3) S&* 

» l *i»7 7 -T * -/uftB l -Ci±. SiaMffi 1 0 3 k*sv»t. If i* 'J Xl-fcf 

v»TV>* 0 l*3*fl* y b 4 <0Bt#<7>#J&£— - «h & < , 43 i: 

f)M2 <rS9:«prffii:4 4o $^>C, St* 'J X K:^j6 5 I P T K l^X fc LT, foU^y 
b 7~* 4 JC*m&*«JBO I PT KPXg^Ett^ d tt\ 1&(D& t ^12t, 

[ 0 0 5 7 ] 

TCodeRedJ ^ TNimdaJ fc^©ai&J6$fe«lii*fco'7-.M± % 
i&RLfc I PT Kl/^<Dg^^7>7Ai: I PT Kl^*£S#Larj&*fc. 

*mmnx&, ms ic^-rJ: &»#';^ h^j&-c-eo^m*#*ci t&x 

[0 0 5 8] 

ifc, 77 J T ^ * - frmW 1 <DftUMm J > ? 7 ~ * 1 0 0 tCjRl Oit hftfz I P 

■tj kv^Mi^o 
[0 0 5 9 ] 
1.4) #L#:1?!I 

[0 0 6 03 

19 iZ7F~t£n fc, 3±tCl^7C*X h 3 0 1 (I P7 Kl/X : 12. 

3 4. 5 6. 7 8 ) t&*£> 0> 1*3 SB* ? h 7- ? 4±K -f V y ht-/^f 4 0 1 

* •) i>(Dt-f& 0 $ $>K, 4 bZ trtSB* y b V - ? 4 t^mW^yr 4 T 7 

* 1 **tgfi$n, lil)^*'- h#-S§-C*<S T C P 8 0##- h HiSV^TWWW 
■if- if* is £ 01M2 75 ? fSg$tLTv^ ^<7)ki-^o 1*1315* y h 7 - * 

4 tf>* y h 7- 9 T KlxX t LT, l"l. 2. 3. x / 2 4 J fix is Y) , +)--/-* 
i!4 0 1C(± Tl. 2. 3. 4 J t v>9 I PT YV^mxfcZtiX^Z, i><Dt-f& 0 

[0 0 6 1 3 

4\ i£S£tc*X b 3 0 1 {±WWW+i--e^Hi : j-r^gt&S^f^^o7-Alc®^t 
T*5«K SS7-A^Oi^iLt, I*JS&* v h 7-^ 4 (C^tD-f<2, Tl. 2. 3. 
x/24j tlfflv^SrSe*, ri. 2. 3. lj ^1 1 «g|*t LtML/:^k 

tSo #Sx** h 3 0 1 #><b|*JgB* 7 h7-?4C|p]ltt, SYN^I y j. 

(V-XIP7F>^: 1 2. 3 4. 5 6. 7 8 , f ^->3^ I P7K1/X : 

i . 2 . 3 . i ) j^shs $n& 0 

[0 0 6 23 

Mi, $-f\ 77^77+-^tl«Wfi^^7i-^10 
0 K£JjIL7tf£> 7h7^^10 1 KfSii$;!x& 0 7F7^^10 

1-C14, T^-fe^itilJfP'J* b^SSBl 0 2C^LT, 4^&< HSiSYN^ty h<7)V 
-X I P7 KUX T 1 2 . 3 4. 5 6. 7 8 J t X f J * - v a > I P T K U * I" 1 

. 2. 3. u t*itii3-rz>o zoom, t ? *xmm^-^o&m&m&&tz&K, 7°n 

ha^ft r 6 J (TCP^it) sff — MMf- T8 0J ih^ffi^t*^ CLt 
& «£ ^\ ^Hifeffii-CUffli k LTV — -X I P7Fl/X!:fUf ^-/a> I P T F V 

[0 0 6 33 

T^-trXflJ^'J X MfafP 1 0 2 tz&tf&Tt-tXttm') * hf'-^^-X 1 0 2 1 l± 

mtiE# 2003-3078975 
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Oi:t^ 0 ±.&Lfz£ n C, ^-ftli 1 o07?-t*$lJf*p;i'-;i'£^L-C£ *K SRC7^ 
-jVKiDST7-f-^Ki: Wl^I^^ft £ , PROC7^-^M ? 7^^ MTt" & 

[0 0 6 4 ] 

1 0 2 2 ti±, h7^l/M0 1/^ATji: Lt4x."bti^7-X I P7 

Kl-X [ 1 2. 34. 56. 78ji3J: XfT af^-v3>IP7KW l~ 1 . 2. 
3. U fc<7)ffl£f&#^- t LT, ®^&77^XMf®fl'-^£fflffi^67^#>lC > 77-fe 
X miJOT 'J X h T- 9 ^ - X <D%mi h m iz & 7 9 -fe X gjffll ^ - ;u £ # bb L * *« 5> , # ^ 

* 0 :o^-eu, r (src:*, dst: i. 2. 3. 1, proc : accept 

) J ( TPROC : ACCEPT] it At} I P^^y F^Sl^^t) fcv^T7-tX$IJ 
^^-;U75 s ii^-L^ti-^ 0 i<0t 1 0 2 2 li, r (SRC : 1 2. 34. 5 

6. 7 8, dst: 1 . 2. 3. 1 , proc:accept)j ?h7a^l 
0 1 ICil-To 
10 0 6 5] 

Tf-kxUmfr-^ZW&'otz^'r 7f-7^^10 1ii, iI^-;K7)PROC 7 
-VP K£#DS.U TACCEPTJ -e$>Z>Z.t*Wn-tZ>t^ tztzhlzAJlIP'^trv 
h*&8i<OtimUl 0 3--U5iii-&o 
[0 0 6 6] 

$gv>-t\ ffjfSB 1 0 3-Cli, Stt^o^A^J I Py?7y hOf-f X-r-r ^-va > I P 

7 k w x flaw -& if aj| v x h t i #bb l , ^wtejgs* £ £ o x 

o^Tl. 2. 3. 1J •C*>l.i(7)J:t^o i*ai0 3li, A7JlP^t7 

FOfUfU-/3>IP7FW Tl. 2. 3. 1 J T^fMSCV X MilEIESft-CV* 
4 Sf^ATJ I P^^ y hZ&t y)mW2tfmffi2tiX\<*Zf&2<?>PiMM 

7^-X 1 0 5^i:fSiti-^ (0 1 0#HS) o 
[0 0 6 7] 

Jsfc I)ii2li, &2 4>|*ifflHH8>r ^7x-7,l 0 5^1§nmo I Pa?*" y 
WUr^ t-ya>IP7 K U^^MCJ: £>i* 5rtt#tt-2>o at <9 2 
-e(±^<^WWW^-VfX75 s ^WjtTi3»), 7-i^ ? f§L7cS YN/n°7 -y h £^tttttt& £ 
S YN-ACK/^7 h£^OV-X I P7 Kl^X (ti fc*>*f x*^ h 3 0 1 
) ^[S]ttTtB7J-r^o 
[0 0 6 8] 

CtLJSH5t. 7 r 4 7 7 *-rt^m 1 "T?H»<0»3j&*mi)iI§*L-*\ ft«7C*X h 3 0 1 
i:iii:i)III2iOia|-eTC P«SiiOJt*<0If t ^ 7-A«S*:Ofc*0 (*jE&) 

[0 0 6 9] 

43 £: f9^M2-et±, 7o-b7t2 0 1 -CWWWt- tfx £l£^7C*X h 3 0 1 ^Jlttf 
&o -tKtmjLX^ 7*n-b7t2 0 1 ti, 7T^7n^? h7-^7?-fcX& 
^0»fW«5i*, $<^«2 0 2^j&fc«lK»fcli-So l±«7C*X h 3 0 1_L07-A 
(±. jot 2 ±OWWWt- extent LT, So #!lx.(£\ 

TGET /default, i d a ?NNNNNNNNNNNNN (2 0 0AOS 
Soit)IL) -%u 0 0 0 0%u00 = a HTTP/1. U t^^tz^^U^h^ 
#S^A§ ft* y -t- y^WWWt- ifxtcft-LTATJ U v^t>^^> r^?7r* 

-A-7n-j fcgissec. tttonx/K^ffLint^o -o^, -is: 

- K^^f-T-S <£ 7 VZWrt-f&o Ltztf^X^ 7-A©f AP^t:> 7n-t-yt 

2 0 1 yXf Ai«^7 7 ^ )K9f Iffi L^lf ^tit - ^ **v^ti N 3i7r^l/ 

miiEiff 2 003-3078975 
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[0 0 7 0] 

Tkmk%\lW>2 0 2i±, ^A6 7°n-fe y-y- 2 0 1 _h<7>WWW+J- - If X C0iiIE&iM1^P*T1-& 
El 1 2 c7) i >) %lf^X-BmztiT& 0 , "7 r ^ ;kt>M<^&^ #£ttiU Hfi^ ^KRII- 
[0 0 7 1 ] 

d£T% miie7- A75 ? g#con b?-£#£ £Ui-MF^^ TC I ¥W i ndowsj f* 4 V 

fWR I T E > Cl¥Inetpub¥wwwroot ¥_v t i _ 1 o g ¥ * ; IN 
TRUSIONJ (rC:¥Inetpub¥wwwroot ¥_v t i _ 1 ogf^ 

tcitE-t^o &SMfc*nSB2 o 2(±, r;J J^T^ilL, intr 

US ION (HA) *x3-';tcJ|Ri-^^3SE75**ofetJpJ^i--5o 
[0 0 7 2] 

M^T, g&4ftftl*B2 0 2li, < XtSl P/^ -7 h C^tH^ V — 7s I P T 

^Snfc^^f^A 1 [INTRUS I ONJ fab * £ ££fl <b "£2> tz 
tb<DT9- h ££/&U ~7 T 4 T«7 *-;i^fi 1 OfflHUH >^ 7*-7> 1 0 6MElt^ 
(H 1 1#BB) 0 

[0 0 7 3] 

1S^^7x-^i o 6-e^g$ft£79- h ttH»»n/-^fi|5E«p l o 7-M53i$ft 

(H6#bs) o 
[0 0 7 4] 

intrusion: (src:$ |source_i p_addre s si . dst 
: *. proc : drop) • - • (i) 

t^^tzmmmi^ tK^m^-tix^^o zz\x\ 75- v^xti^^tzWM^-^m 
^SBi0 7i±, iwai/w-^osgn^ r * fr&ffz t k#jsu tintrusionj # 

T=f') lzttfc-?z>ffim)i<-)i<X*$>Z>$; (1) tmiti'f&o fit, r^-t^Wlp;u-;K7) 
ifflCitLT, iSf75-H:ffi«§iifcy-^IP7Kl/7 T1 2. 3 4. 5 6. 7 8 
J (tmftf%*XhOIP7K^) UioT, T$ |S0URCE_I P_AD 
DRESSI J *ffi»U 

(SRC : 1 2. 34. 56. 78. DST:*, PROCIDROP) 

• • • (2) 

t^7T?-tXfflfflfr-)\s&tk}&1rZ> (TDST:*J litttOfUfa-ya^I 

1 0 2^feiiT*o 
[0 0 7 5] 

Tt-txmmV X hmmU l 0 2-CW\ Hr»^-;HpJ5g« l 0 7^0 7^7^$]^ 
-^OATjtCov^TMffMfB 1 0 2 3t*it4. HfrMfM 0 2 3 T?»±, * ( 2 ) 
XTFZtl&T ?liXUm^-fr£s T?±*mW } ) X hf-^^-Ts 1 0 2 1 KfcjtU 

^oiiJn^^-r^o t x Ff-^-x i o 2 1 A (2) -e^sti 
2>T?-tx®m)i<-)i'Zm.i]v?2>£ 9 ^3S*f«!a*fTdo -e-oig, r 7 ^7mn x ) 7, vr 
-7^-7, 1 02 it*. ^*Lja»oift**ai#*jaoH»iiif**iEiftt-*j:9Ka«uM 

$rM£frdo 1?!lx.(£\ HI4 co J; 9 ^x^r^ h^tME»Sftfcy *-k*Wftnj * 

i^o 0^19, (3) t v>ofc «t -9 ^T^-t^gJ|4p;u-;i/^^i6i5:^$^-cv^ 
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(SRC: 1 2. 34. 56. 7 8, DST: PROCiACCEPT) 

• • • (3) 

mm^^mmz, 1 o 2 2 # ? v-* 1 p r k r 1 2 . 34. 56. 7 8 j * 

3- trA* tt, 5£ ( 3 ) "Ctt$r<5*; (2) ^i^ftLtW^ (HI 1 

3#BB) o 

[0 0 7 6] 

j^ic ijc^Tc*^ h 3 o i alcdi - 2±mk<ot%m%t lt, n. 2. 3. 4j £^ 

hM / er1rZ>T? J kxmin^-^t LT5t (2) «t\ P R O C 7 ^ - )V KOjg 

£ TDROPJ tC^U^ SfgS YN/^ -7 h &mm-f2> (EI14#HB) o 
1 0 0 7 7] 

^±0 i ^ fcf&ffc&fr 9 c i: J: 0 . ^fP^c J: ^IMy^fAli, i£lK7n*x h 
3 0 1 ±07-A^f>0^^f? N y h7-^4 _hco-9"-/^g4 0 1 £i£fI1-& 

i 1 # & o 

[0 0 7 8] 

(i2ii§i) 
2 . i ) mm. 

tl fc« m&mmU 5 0 2 ^-jJUx. $f>^lf2»^l 0 3KftxT, #$ijscik#l-c/^ 
7 hii*|p]^^tll»ii^5 0 1 ^tt^c J^T". HI 2 (C^-Tv^t-A 1 1^ D«h^ 

[ 0 0 7 9] 

[i 1 5 kj3^-c % ifjssr>5 o 1 1±, hixtiirz mmm^mms o 2^a*> 

, Mif£A7J I P'Vrv h *%\<DnUm\tl y 9 7 x--^ 1 0 4^J;0 ; ^2(Drtg|5If ^ 
7^-^ 1 0 5 (D^-ftifrlZ&tl'f&o 
[0 0 8 0] 

isjpj^ws^s 02UIP7 v\sxttm-r%mMmt(D®.<Dm&zwmirz>o mmu 
5 o ifrhm^rf&zt, mmmmmus o 2f±^ftti**j£L£M^JS£t£^LTt£>»s& 

[0 0 8 1 ] 

2. 2) itifp 

[0 0 8 2] 

ff\ |liMi<D7T^7vt-;l'iIlh|Bli(:, 4 y 9 - % v h 3 ^h<DXtS 

>jx h^sfu o 2Ti^$fL-cv^T^-t^fij^^-^<7)i*i#^ti>i:T, mmxti i p 
o l ^ISii^ft&o 

[0 0 8 3] 

2. 2. i) ii^fi 

l§2»^5 0 1(±. Atj I P'^r-y V tz^tiizmWfDd -tb'J?* < ti>v-x I PT Kl" 

^^M^i=afP5 o 2--ai7j u mmi pt vuxtztt-rzmmmzm^'tz Uf7 
/cd o m mmmmu 5 0 2 12 1 pt Kixx^-e^^^toao^^^^L, 1 p 

tbf£#2 003-3078975 
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x.fi\ n. 2. 3. 4 : 1 0 J iktff) x n tc, K I P 7 Kl/X> : <f >j tv> 
[0 0 8 4 ] 

fflLT^J;v^ 0 ^fnc-^J;, ttt^I P7Kl/Xt:ov»-c, 2tJ£-f -519$! K£igt;u lift 
Sfrfe.fctfMSJrCSfttf J:v\, jf ijPJ^S^ 5 0 2 14, XS?ftfcIP7 Kl/X W^.f-?, 

i pt visxtmmmtnmno&ofrtnz, mmmnmzmmus o l^a^-r^o 

LjgiSOfc I P7 KU^fc«)RJKwjft**m"0^f,*35»ofe»^tztt, iiIP7Kl/Xi; 
[0 0 8 5] 

, msbjkkje&c (^i) zmm-tZo 

[0 0 8 6] 

c [n+ 1] = c [n] +C • • • (4) o 
[0 0 8 7] 

2 . 2 . 2 ) flflKJKK*^ < -y P If if 

T77C3) o m«jsc ofFffi^awa^—pii: Ltii, i^s§2»£G 5 0 1 & L £ 

[0 0 8 8] 

y P ^raif0^7x-^ 1 0 4 «r^L-Crt«^ -y h7-7 4 ^fcSi -*-£«, c 
<T<Dt £KM\ |*jg&i§lf -f >^7x-^l05^^LT, 43 £: Ofgg 2 'H£jti-& 0 
[0 0 8 9] 

&i3, £*U2l»0>l&ffcH\ H7i:^tfti (7,f7 7°A4 -A 8) tlSICT^^o 
[0 0 9 0] 

2. 2. 3) mmmvmmum 

(5) u^i-ct 9 tc, ffai£R5 o i ^^AAw-^c, at: I P/^ y 
P p©A^ bmh (p) £^-C£>£, 1/L (p) ^Plt^iTi:LT^ 

[0 0 9 1 ] 

c [n+ 1] = c [n] + 1/L (p) • • • (5) 0 

[0 0 9 2] 

S^-^ttSrtro tot^^o — A77T5f-A-7D-tSn-t*7ttf (Do 
S) &SE£Bttfc Lfc I P^y- y P tilElit&ajSI*!^ & o I Pstfr v P HJt^T^i* 

[0 0 9 3] 

%l\<0—fflb L"C, ^igg&5 0 1 frb<DXj]<D— gRld, ATJ I PAt7 K0 7"D P 
fr-f&7r££#ffi LTi «fc v> 0 fcfc xjf. f*7"n ha^H T6J *mfcLX&< Zt 
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[0 0 9 4] 

t;ii, m l 8 c^ti^ I pt Ki^^tfit^liwi^cfti-r, #Hf§2 o o l 

tf#^7cO^^ h;K fctz.l£\ x= (A^ I P^^r y h <nmm&fM. A7J I P^y h 
[0 0 9 5] 

Z<DX n &#;Atc^7 h ^£ A7J L£^ftitjgftimg(±, ^ntt<7) Atj^£j& L 
£»^5WUft^£S^ 1 fioHiHgi: LT«£ti£ Tx^rjlJ £jtai1-£o Ceo 

&"TO1Wi«v^ HV^x.tL(i^fM^^f&v^ 0 Lt^oT, x n T 'fit fee & o A 
7J I P/^ -y M^-r^MSMfc-t^ i;^-e<§£ 0 
[0 0 9 63 

1 8 (A) (±, ntimmiWzm^'fzmM&wm^5 0 2 omi&iftf»f£iii-c£> *k ( 
rwe^J t£tb-f£ & o-e&& 0 Lt^o-c, &*£n<7>ij!:ii^*j-r& 

[0 0 9 73 

r tr t> ft & s^mm * it l > w k n mm * t> o a <t o x m. n $ n * 0 

[0 0 9 83 

2. 3) Mitm 

019-02114, *%fafcm\z±&&mwm^xT-&<DMi$-M%MftzmwTztz#> 

[0 0 9 93 

m 1 9 iZTF-f-X n 4 > h 3±<DJXWjc^^ h 3 0 1 Zfeo :x--if# ? , ft SB 

*f b7-^4±Ot-^!4 0 lOHMitlftt LT, P i n g Of Dea 

[01003 

;WJ:^4«^ $Sx*^h3 0 1©IP7KU^ Tl 2. 3 4. 5 6. 7 8J I:** 
-f^MfilPJ^^ g|2»M5 0 1 (;t&7E$*L£ L§vMtmT-e&*Ui\ S2 0i:*tJ:T(:, 
D o S#:***j£-rs I P^y H±££: r> 2 ^it#$n, -9— /^ffi4 0 1 fifgjg 
£*l& 0 Do S#**LjWt£ J:9 4JK**i-pfeAWtt, 9 —Y v h £ *e#> L (if <b < 
mz, T%m%ffl%si-& t^z.bti2><DX\ ItrfSt i v^6^+^A§ <IS^LT^< IK- 

[01013 

HI 2 1 (C/j^i-J; -9 3 JiKSUfO** h 3 0 2^f> > t-^'tI4 0 1 

0 21ZX *K iI#cD*X h 3 0 2<D I PT KU^H*ti-*^JS*«fFfilli$n^o 

[01023 
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& U ilHtO** F 3 0 2 Olf<KJg7^+?^&ni4\ If 5 0 1 Ci *) T^#J t 
*lj7E£ft, & <h &9 ^{S 2 ^ii? ? -tr^> &W-J$L~f%> I P'*^ -7 1 J4f§2||£ ti&o -£T% 
<omW:2 (Dy'u^t 7^2 0 1 T\ t-^^t4 0 1 ±OWWWt- <h |IJ C^LM* 
fin I -? , £> t 0^#2 £f£7ELTi3 < o -ffcfr^ iJh i)iI2^f-^'il4 0 1 O 
?7-tw<hL«$«o JL#:iftH(4, WWW-9-- \£7,(nm^. HTML 7 r ;^JPEG 
y r j £<d^ yy-yyoMMZ ttilfXi^o U:^oT, il#<7)*^ h 3 0 2 f4gffj 
o+l- tf*£S:&t& - fc7&*-e£&o &t 0 ^#2-e(ijE#^T ^-tx^^$*i^^{±i^^ 
^t££n£*x£- fc^&v>co-£\ ®#co*x h 3 0 2 <D I PT Kl^xtziti-^ff^j^tiJi^ 
Lfc^lM^Mir^Vi^^oTiiJnLTv^. v^fti, L § Wit T & 0 TOc^'L 

i vMIT£igx.7^f4, ®#<7)*X 13 0 2frh<DT?-tX%mJ&-fZ> I P h tir*j 
g&*7 17-^4 0 l^l§2»£tL£ 0 

[0 10 3] 

[0 1 0 4 J 

33 <h t)mW2 I±t-/^1I4 0 1 ±<05fc^-& <7-f-M't LT!£7£LT& J: 
U JL-+P'M^^i-^>J: -5 &M-f-^i4|£^T, -^a^J^^-^X fitter 

&t i)gI2 T'Jift-tS J: -7 iC&l£^££ 0 

[0 10 5] 

(f£3^»«J) 

ei 2 2 li. ^f§H^o^ 3 ^Mf^st^ x ^mnn ^fA©77^7-)*- ^si^n 

$*iiio7 r 77 * -n^g 6 ti. 77^77 *-)vmm. 1 t^t^ii^ 1 o 3 
icfinxT, us n^-r^2^»s<7)if*^5 0 1 is £ cm jpjMii^ 5 0 2 £^i-£ 0 

[0 10 6] 

JL##JiI(4, H2 3 H^i" J: 9 f£ 1 CO^*^ 1 0 3<Dfe&t Lt$2 Oifj*fr>5 0 

i zmwxiy&^o ittc, mi <nm mui o 3^fj^t LT»2oif*^5 o 1 £i£tt& 

[0 10 7] 

hnz> 0 tfz, ^2 coitus o i -e-fift fg^n^iL 7-ii:itt 

[0 10 8] 

4 . 1 ) fltfifc 

jj^$n-cv^ 0 -f-co'ftiico^fg^n y 9 It, EI 1 5^^tilD-C*^H, 1^— #JB#-f- 
[0 10 9] 

EI 2 4 C/Tfil fgJgjKErSgB7 0 1 (4, 0 Afltf-^^-^ 7 0 1 

1 , 1&K«9ffi7 0 12. fiiiiKf-^^-X 7 0 13. 43 4 0=\ 7 0 1 

4 ^rHx-So 
[0 110] 

■J7;v^^Aii«f-?^-x7 0ll(^ IP7KUX, ^mc*tS-f -Mlll^is 
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f-M-X70 11 7 0 1 3^tStl>o 

[0111] 

ft$HE$Pj£T-*- ^^-X 70 131^ ^fttc*tJS-t&fi!iliJ^£ ir/ftl?- 

Hfri»offlo3l^£i : S1-&o HfH&aift7 0 l 4 It g^^icftaiM^^-^^- 

x7o 1 3^#0.sL, m^mmx n k^^^mzmmmmz^-tzmBiz^^^x, ^vm 
mm. zmw-tz Mff m £ nfi'-r £ » 

[0 112] 

4.2) <B'0Jt!Tat 

^£l#Hfi. X7J I P'ilr v h *y 4 fr? 'J >?L, £>t <omW.2 tfzM3^ h 7 
@16^r^Al-A2 ) C1-C3, A4-A8) 0 fc/:L, ^^JfeM^ff 

o 

[0 113] 

(H2 5(±^««S^7 0 1 t;iottSjf$lJ^#BSMa^^i--7D-^^- h-e^^o £ 
-f\ ill 6 <7)X t- v ~fZ 1 K£v*Tra*&<&#J8Wfr*>*irt: t # > ©WRMffi 7 0 1 li 
, U Tfr** Afgff-^^-X 7011 j&»<b, ATJt LX^-^htitz I PT Kl^Xi: 

[0114] 

—77, I PT Kl^XtcitJ&-f ^B^V Tfr94 Afltf-?^-^ 7 0 1 1 

§ntv>iv»*^ ut'^D ion) , ^jw^wjkt'- 7 o 1 3*#jta 

L T> I P 7 Kl^XH*^i-^]©a^fBii$tLTv^^^o 
3) o E»$n-CV»4»^ (Xt7^D3«Y) , 0 
^BO[*]^ (IP7K^, -fflSJS^i^S^Mff^^J) ^..^JHAfiSf-^ 
7 0 1 1 Knkf-L Uf7^D4) , ©iUfcfcffl*-*-* Uf7^D2) c gJW 
M^JSt-'-^^-X 7 0 1 3 tC 4)Ma^B7& ? ^V^# (Xf y 7D 3 ON) . 'JTJ^'f 

0 1 1H, ;*r5£ote»ft©W»Ht«:fco-t\ SrfcfcEBfcilillL 
Uf-/7D5) , M«ffi*m*-t-* Ut'^D2) o 
[0 115] 

fit, Bl 6 Wf'^C2 fci3V»T««JK©Mlfrrt*fr:b*irt:fc « HSflSP 7 

oi si, iP7Ki/7^ ®«KoM*f^twx.T, ^mnm*')T*9 4 ^mnm,T-9 

— * 7 0 11 HlSili-^o 
[0 116] 

4. 3) i) t )v? 4 ^mmm^wn&m 

7 o 1 3^3 tr- ltv^< 0 ^h$tb#£>j lt, wjeojww (#ox. 

if-M-^ 7011 ^'bgiji^-r^^a^tfoT^s.v^ 

[0 117] 

4. 4) fti$itfKgtoHfHM 

ifc, M#f&s8B7 ouii, 5E»!65n (wttfi Hrtc) mmmmmr- 9 ^-x 

[0 118] 
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4. 5) 

WloJ: d tami^ffn Z\tX\ V T;u* Afi^-r*- 7 0 11 ofB'lt^S 

^Jfpx^-l htf ? -C£ &Oi7\ SDRAM&£\ M^i-C^ii^ISIS-rVs-fx^fflv^ ^ «>; 
^I^o — gifi«r-^^-X7 0 1 3li7^-tXiim'^OT\ /n- K 

[0 119] 

ifc, H$TMgR7 0 1 4 i:i^SiiiSf-^^-^ 7 0 1 3<7)H$rMKJ: *) > 
fcfcx.lj£, Wfiilttftfcv-^ I P7 KU^i:ov»Tt, &£-5c»JW:iii, T 

y-* i pt FMcffiit^*^ h<DmmmM&±£ <mtLtzm^£\z 

[0 12 01 

^m^msmmmmt l-c, 1123 ^i-^ii^i^giMj^Ms 0 2 nftx. 

Z>Z\ttfX&& 0 **^^#^{iHI2 3 t |WI tf* 0, iiSflg|5 7 0 lWMtfli 

[0121] 

6. 1) *j£ 

_H2 6f±, *lW6ilII(:UtiRi»y^TA©77^7^-^I9 * 
^i-IW&ftjT'n -y ?H-e&&o 7 7-f7')*-;i'gi9t1i, il*Mi<D7 7^f 7>> 
*-)VmW. 1 K£Ut£li^ 1 0 3 Hitx-C, /<? 7 7 9 0 1 1 i5 X V s I 

0 1 2 zii-fz>mmu9 0 1 ^tt^tirv^o ^j&f^j-eji, m 1 nmfzmvyj: n \z 

[0122] 

a'7779 0 1 l f±. i 9 ^-7 7f7^VM0U ^itflXofc/**- 

v h £-B#tfnc^ftU fH 1 TOSif -f 1 0 5 £^LT[*|g|$^ y h 7-^^ 

$Sii1-^> fcittc, I CMPM9 0 1 2frh<D^tblzfcZX, mmLtz^try h £f?2 
<7>[H&Mim4 y 9 7i-7 l 0 5 £^LT£>t *9 mm 2 ^nmmir &o I CMPI£*j!£R9 
0 1 2 fi, ^1 orailff-f >?7x-X104 IZ&lfZ I CMP/^ y bO§f=£^I 
U #5gO I CMPx7-^'7 7 b £f£&L7t <>: ^ A777 9 0 1 1 Hii^O^/^ y b 

[0 12 3] 

6. 2) ffrffc 

02 7(i|:Iiii(:j:^7 7^77*-^t90i^^^t7D-f t - 

o i-f\ Ii«|(07 7'f77#-^iti tra^tw, ftmmmJ y^-x i o 

0 £j)~LX4 > ? 7 )> 4 *»<b$M L7^A7J I P'^T y h 7f7^^ 

1 0 1 CU7j )V9 'j ymfo (7f7 7A 1 „ A2) 0 

[0124] 

I P^t- y b f±i§*0 9 0 1 <7)/^y 77 9 0 1 1 IzWmZft- y°E 1 

) . m&ftKm i nftummi y?y*-x 1 o 4 £t>lti*i^* fv-^ 3^§ai£ 

v»fc*K, SYN^7 7 b-e**Uf£&tAftTfcKS{±fcv* 0 v h7-7i:SYN 

7° 3) ^jg$*L* 0 
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[0 1 2 5] 

I CMPf»9 0 1 2 ti, fill ^rt^iijf 4 >?7x-Xl 04-CI CMP^t -7 h 
(RFC 7 9 215^) # ? $<f h Of*l#£#B3 LT, PJit^ 

) o (^f^E30Y) , -to I P^y h 

[0 12 6] 

SSIKsJtfcSttfc^y 77 9 0 1 1li, <HV-^IP7F^XU< fi-rV * 

-f2> Uf';7'E4) o ttt;a^/:X f 7 7A 5 - A 8 ? ti^o 

[0 12 73 

ftW^y hV-^ 3 0*f)B I PT Kl^^SM*';* h LT^Iff^^-t-^C LC 
, I PT Kl/XitOA* I h ^I2^f#t-&i t7) ? 

[01283 

(*7*ifc^JK) 

7. i) mm 

^lifeff^tc «7t^ T7 ^-^igflUc^ttSRfflP^-^flseffi 1 0 7 is iCfT^-fc^ffiJ 

& * h tag i o 2 icft xt, ^fawmft # r»» ^sissa looi^i xfmmm 
ttzr ?~t*mw ] ) * h^mm 1002 £i£&tTv>& 0 

[0 12 93 

Wfflns-^mTzU 1 00 Hi, Mm 4 >?7x-xi06 £^LTisfc »)»i2*»?)f 

tt^o^T^- h mmmwms 0 2 i= ctt/7 0 1 izHLx, nfc-rzmmm 
5eU r^-t^wfiy^ h^a^i 002 u-g-ojssjf^ffi^-r^o 

[01303 

M«aM£38B5 0 2 *3«fcO f 7 0 Hi, RffP^-^5e«51 0 0 1 j&»<btf>35*r»^«r£*t 
T, $rfcfc*gj|£JKfc&5£L3t*g&5 0 l^ai^-f £o T^-tXfUf^'JX hwsan 0 0 2 
fi, Hf«l/w-^*iJ5e«B 1 0 0 1 *^OM«f^*^»tT, T ?-k*mm ] ) * h£HfrL, 
/^T ^7^^101 ^o^^KJSCTT?**ffiJ|ip;v-;u&m#-f &o 

[01313 

7. 2) $m 

[0 13 23 

ciot, ist *}*«2^si*$n, at v)mw.2 tcisv^-c, mmxtj i p^ > h ic «t 

[0 13 33 

7707 * 1 0 <7>E5fti;u-;npJ3(Efi|5 10 0 1 Kf±, KfW/u-iHWJglB 1 0 7 

-;^LT ^ (6) OJ: 9 ft^OKJE^ittf, «»JK* 1 
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[0 13 4] 

RECON: c ($ IS OUR C E_I P_ADDR E S SI ) -=1 

• • • (6) o 

[0 13 5] 

fcUtf, (W-f>^7x-^106iIUy-^IP7K^ T12. 34. 56 

. 7 8 j Sttf-t 79- htf^iimz t, mm^-)im^M> iooiuiptk^ n 2 

. 3 4. 5 6. 7 8J K7^MflMS£ l«lf1-££fil^U fdt^fISfIl5 0 

2/7 0 1 [zy&TFir Z> o 1-&t>-t>, 75- h£5:H-Jft&^ -ecov-x i P7 Fi^ofS 
^S^f&«$Hir^>o ffM^S^S 0 2 J2f£2^^*^I&BJ3L7cJ: 9 KjlflJ^MirL 

, mn%tmmu7 0 1 nm^mmfm^nmLfzx n izmmmt'g.m-f&frh. mmm<o 

[0 13 6] 

y r 4 77 * -)vmm. 1 0 [z&^x. wm^-^m^u 1 0 0 1 mm^- 
Buf£^: (i) ^ot^-;h:exp i RE^Ji^iiiDL, r7Bra^j tv^jjKl 

[0 13 7] 

intrusion: (src : $ |source_i p_addres si , dst : 

*, PROC I DROP, EXP I RE : +7DAY) ••• (7) Q 
[0 13 8] 

U;i s ot, 77- M^JfliK >^7x-X106 £M LT KffP^-A'iWSIB 1 0 0 
1 Kfeg&ftS fc, Rf»n/-^fll5effl51 0 7 tmffi.<7>j;mx% ^ (8) i:^fi^:7 

^-txfij^^-^^^^ti. rnxsjun Ffigi 0 0 2i^i£ft& o 

[0 13 9] 

(SRC : 1 2. 34. 56. 78. DSTI*. PROClDROP, EXPIRE: 
+ 7 DA Y) • • • (8) o 

[0 14 0] 

t ?-t*mm } ) * h&mui o o 2 1±, k»;v-^iij^i 0 0 n^sttio 

fzTt-kXffimfr-^ZTf-tXfaim') 7. h7*-7^-7 1 02 1 iciijn-f £ 0 § 
> (8) <7) «t 9 CE X P I R E 7 -f -)V K^7^-fe7$IJ^;i/-;vtc|2m$^rv^^&^ 
, 7 7-fc7$IJ#P'J* MrS3&l 0 0 2i±. 5M£B#£ljH. EXPIRE7^-;VKI«$ 
^/i'ffi^ijn^L^Bt^J^ftaiL^iT", (H17<7)^7-y 7°A 8 \Z 

[0141] 

i2 9it 7^-txty^'j * h'ffM i o o 2 <Dmmmft%m-f7 n -7 ^ - 

o 7^-b^tlJ^'J^ h 7*-^^-^ 1 0 2 1 ^Hff£;ft7ciL WV-77 |~1 2 

. 3 4. 5 6. 7 8 J 7^<DA7J I P'*tr y r 4 7 7 * -fl^B 1 0 KM&t Z> t 

, h7^;^10 1 liliV-^ I P7 K^7.£7 ?-kxmffl } ) X 1 0 0 

2^#LT7 7-fc7 > tlJ^J;u-;K7)^#^^^fi : 9 Uf77A2_l) 0 
[0 14 2] 

7 7-t^sij»'j7. hwaaBi oo2i±, mmv-x i pt Ki^x^^isi-^r^-txtu 

ffltls-fcZtfim-fZ Uf77A2_2, A2_3) 0 5£ ( 8 ) Kffi^-f & 7 * -t 7^ 
^-;Hrttmi-^ T^-fc-XifflflP;;* hMS&l 0 0 2tf\ EXPIRE7^-;VKi: 
E«S*L7t*«j»!iaifcKlEWFKiJi:*Jfctt-t-4 Uf-^A2_4) 0 
[0 14 3] 

m^WM^mmm^mmLx^tzm^izii (7,t77A2_4«yes) , sir? 

-tXMftl^-^S-T^WillJil'J^ hf-^^-X 1 0 2 l^^glJI^L Uf 7 7°A2_ 
5) , 7*7 * J>077-t7$IJ#P;V-;i'£^7 y h 7-f )V? 1 0 1 ^il-T (7.7-77*A2 
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_6) o ii£U, mMfflfflfoX&titf (7f 7 "7° A 2 4 O N 0 ) , ^ (9) tc^-f- J: -7 

iEXP I RE7-f K£P&v>7ty ^xftij|lp;i/-;u£/^ y y -7 j >v 9 1 0 1 ^ig-f 
Uf7 7'A2_7) o 
[ 0 1 4 4 J 

(SRC: 12. 34. 5 6. 7 8, DST:*, PROCIDROP) 

• • • (9) 0 

[0 14 5] 

t--y wgm/m&wife&ffi (at? 7 a 2) 0 

[0 14 6] 

J Lt, >&&W±T raceroutet^O T 

[0 14 7] 

[0 14 8] 

X 9 2 1 75*ifttt<btLrv^ 0 
[0 14 9] 

^J&^tcjo it <omW2 ti, #^fV XfU-vaJ'I P7 KUX£& 
[0 15 0] 

lotSitiai), f*j2&* -7 17-7 4 _hO#^(7)Hf-/^®tz l *J l Itfo-tZis t 
<omW:2 ZWffz *) , *T*£»t*:t§tt-*-**3fc (9 ^#2 fcKtf-fc «J "** £ 

[0151] 

y h 4 ^ftttTjlHf £*L££li7j I P^ * h K*tL-C\ ±^L7t/N°^ 7 1 -7 y 'J 
[0 15 2] 

z<d£ 7 &mij^<y y hmmn*mfz>z tr% ra* y i 7-7 3 ©i^it^ tr 

. << >9-^ v 1 4 ^7^-tX^iCTV^J: 7 teWi&iZ^ foU* v h 7-^ 3 #><b -f 

h 4^<7)/Fvs^T^-tx^t^t> zmzmzt&z. fc*«-c#*o 

[0 15 3] 

(&l OMtf&St) 
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[0154] 

113 k±, omfofzwjz x ^mtn^^y-^^>m^mn)^m-^hi> 0 * 

^ 9 iz&if& zti^ftKDmz f uy mm-r & -? n y ^ a co -t -y h £ l 
7°n^*9A^^E'j 1102, T?-txmw ] ) * v-r-f^-ys^mm^-^mTtRioT- 

^^-.x^i^fiL^r-^^-^ 1103, £ J: O^fi^f 10 0, 10 

4 - 1 o 6m%rtbtix\^z> 0 mm~, *mmm<Djot nmmzit. ~fu>f-7 umm-f 

1 0 1 , ±tm 1 H*^Si-C»W Lfcis fc V) f£g Lt^lg/'n -y * £31?! 
^^7*07-7 A60-t 7 h Lfc7"n ^7A^^'J2 10 2 is 7 4 T -7 *-)i<m 

Wt<D<< > ? 7 jL-X&m.tfbtlX^&o ^mfcMW-<DWjftlt. 7*0^7 A^^'J izfem 

10 1 5 5] 

(» 1 1 mmifm) 

±IE* 1-110 ^MBI?.-C(i, 77^7^- ;H£tt is fc 0 gfi j.- y h (; 
[0156] 

in 3 2t±, ^^0^1 1 mnMmiz x zixm^m^.- •> Y<r>m&mmtimx~ * 

mMMm<Vi%mm®J-- v K:ii, 7 7^77 * - ^tffloyn 77 AWJJ^n-t t 

1 1 0 u jot n mw.m(0 7°u 7° 7 j+mmy°v y *r 2 101, r^-t^mm ] ) x ft- 

^^-^^|^fp;l/-;lx^iJ^o^-^^-x^^£^L7t;x-^^-X l 10 3, ±12 
» 1 -^QUifeff^tljott^-en-ptLO^T'D -y * «-iStS7 , n/7A©-t y b 
aL/:7n 7 *7A^tU 1 104, £ J; ^#fl^f >^7x-7, 1 0 0 Jsl^'l 0 4 ?!> ? f£tt 

tA^t^-t^tl^o T'n-t'ytl 10 U7'n-t7t2 101 

«7n-t7 f-CMLtfc &v^ 0 
[0 15 7] 

(» i 2^ifi) 

12. 1 ) «j£ 

0 2 Cjtxt, ^> FflsH 7 0 1 *J J: 3 7 0 2 ^|U„ 

[0 15 8] 

7 0 1 fix 7°n-b y-fr-2 0 1 fbfcil $ 7n -b^^ffi (J^T^f ^ 

(7)-r^?> h fcOMUU ^*f*»t£frv^ h t 'J *&«*fclSB3 7 0 2 K{£ 

iii-*o #:Wftfcl»3 7 0 2#>£> U >?<7)At>£5:ttT, 'J > ^ ^fe i 7t {i V >- ? 7c 

[0 15 9] 

^t^3 7 0 2!i, h t 'J >^Offi<7)f755i£5:^T, ^RtBtt, 

[0 16 0] 

12. 2 ) ttffc 

13 3 4 f±, ^BTlO^l 2 mmi&Wz X & is £ <0mW3 7©ift^t7D-ft- h 
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[0161] 

12. 2 . 1 ) <{ ^ ^ h f53t 

i"f, 7 7 'f 7 ^ t - iV^f 1 fyh^zM $ titz7\'t) I P^^^-y h^r$t , t"C> -/n-fe-yfr 

h 7-? AtfiTJ • 7*n-fcX<7>£j&h#jt ('/ot^4«) •'7r'fHlW* 
ffo i><Dt1r& 0 
[0 16 2] 

• 7nt7«- 7 r 4 )VA&t>^&&4 -f^> htf3«B3 7 0 1 KBtUffcii 

1"£ (Xf-y 7°F 1 ) o 
[0 16 3] 

[0 16 43 

12. 2 . 2 ) 'f'O hasuo^ij^ 

4>& < ti>*v h 7-7 AtBTJ • yn-tx^« -7r>f /uAffl**KBUT?§*Uf+55*-C* 
^ ffjEj?) tz7~ ~X )V (H3 5#JH) O-frm^LXte^, 4 htffcMZtiZtzmzM 
[0 16 53 

12. 2. 3) j s<y h^m^^-^co&m 

-g-LT, >f"5> hWSSB3 7 0 1 l±, huIB^^> h £*i-m&*ft1-£ (7f7 7F3 

) 0 ^a-m^-ctj:^ m*mm^fe&<D$m*m^K-t&tzisb\z.^ it$$:ix. 

TUv> 0 ii-cii, bSSUr t[:i$foo^ ^.-^fitx.^ <£> -f- 

& (hi36#bb) 0 zcom^^ ffimj^yhnwimfc^-frizx^xjfctbbtifzj^yh 

[0 16 63 

12. 2. 4) -f ^> hfflO 1 ; >?fj-tt 

$ fcK, ^> MFS8IS3 7 0 1 (±> mmiZ^^-lzmuLfzJ^y h (iJ V> V 4^ 

y h) nov>-c, ^f^o'j >?ttftfr-iuiz Ltztf-oX, m&J^y V t <nm^ 

3 #M) o ^ > h t <T> U > 7 #tt £ A7J L IZWMMSM 3 7 0 2 l±, D T ®tt tc L 

t^otJici^i^fl^t^ (Xf77F5-F7) o #L<li|Mt^^ 

*-5**S*»S:JpJ5eL (X-r-y7°F6) , ^-gcl"* /U-^j&***Uf (^t';7*F50Y) „ 
$ t>H^C*-e*-6*»if-9 *»S:*«l56-r* (^t77F7) 0 ft****ntf, tztz-tbiZTy- 

[0 16 73 

12. 2. 4. 1 ) 'J y?tttf)V-)l< 

H3 7 £#bb L&/$ ? £>> =t «9 *f£#J&#!lt Lt, to t tK^Wi'J v^fiHt^-^S: 
[0 16 83 

H3 7tci3V^T, huIB* h hoUffag-Zn-tx I D^tttHi-^ (Xf 
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•y 7°H 1 ) o f LT, 7°u-txj^<y M=3*^-<7>*f£JlK&>g> >f ^> h S:#JSfS ( 
Xf 7^H2) o 
[0 1 6 9 J 

2 tit: 4*0 b%»tf-%c-fZfr£nfri&g:-f2>o 
[0 17 0] 

Xf7^H3^l4 (Xf 7 7*H4) o 
[0171] 

7°n-tr* I D£#bb.LT, IffB^T^rn-t^ I D t Jttfcf* Ut^H5) 0 — St"f 
JXx-v/H 6 KJI3k — SfcLfc^W^tt, Xf •^H4CI^„ 
[0 1 7 2 ] 

v>T£, yn-tr^^fiScOF^H, |W| C :/n -tJ* I DtfM *) ^X £>*i& £ t ii& 0 #&v> 0 L 

<ii> b<D?u-kx I D(±— gc-£-t\ M^fy 7°H 4^H£o 
[0 17 3] 

fit, ^K^n-fc^^^^^O h^^, # > ^ > h^O. JK^IpIU £-7°n 

£.j£>f ^> h^o, it^[B]'J yttc-f] vy b <is<y Mcftini"* (xf 7 7°h 7) » WItt" 
Folds i ra7j[p]<7) «; > ? ay— m (id 4 3 ^ £ ft & „ 
[0 17 4] 

£ i LTffrinS ftfc«:fr|6j >)y?lt, 4 ^ y b WOH«*^Ji:j&o £BtM£J#1-£ 
[0 17 5] 

12. 2. 4. 2) <f ^<y b - 3 yf*7s btt(T)fcM 

*r<7>&. hfll3 7 0 1 it, huIStj l^H^^ht, -^(D^yf-^7, V t <D 

U H s<y Y-^yy-^^YM) *:0HMfcfci«3 7 o 2^ffi*j1-& 0 HI 3 8 K^rfi ^ 

[0 17 6] 

12. 2 . 5 ) i£|£f&£n 

B3 9C, btitz K> ^ -f S^lttl&flss&ll (&T\ DT^i 

tv^o ) ^ll^^i-o b-3Vf*x h*tOA7J^5:tt/i^p^f|5 3 7 0 2 

[0 17 7] 

i2. 2 . 5 . i ) k * i y - 9 4 -fmrn-^ § *- - ^<om^. 

( 1 ) 4 y - 9 4 -fmm oat. d tw#&) 

(2) js<y bum 

(3) Jffljg* 
[0 17 8] 
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-tx jo xrfttDycm^u-t^izfflir&mfo (9 4 -yum) t^mmmxm.^t>^fzmm 
&\**7flx&v) , mz^^y Ytf^nmrnzmtz^m^vfr, (2) ^^ovmm^m 

[0 17 9] 
[0180J 

• 9 4 y°mm : X~fu >fv a t 1 J r7°n ^* 9 a t 2 J 

• K> -f : n 3 3. 203. 1. 128J 0 
[0181] 

[0 18 2] 
[0183] 

• ryn^7AT2j WowtLT r^n/5ATlJ ©yntX^W^It 

o 

[0184] 

• rt-^n/7Aj #IP7F1/^ T1 3 3. 2 0 3. 1. 1 2 8J <7)*^b^f>7 
[0 18 5] 

IH4 0l± rt-AT'ny^Aj tJ ? r^n^5ATlJ O^M^^^^Lt 
[0 18 6] 

(2) -f^>h$u^t (3) fij^gii, as i mmmiz&vzist «g 2 ojehtimi; 

jE.mtmCMMX&& 0 -t%t>*>^ Buffi (2) (±-Y ^> h£^^-Ml^ov>T<7>IE 
MMM<V%iX$>Z>o #*^M3 7 0 2 fi, frtibtfffiUJ *<> V - a >t"^^ h*Jic is 

[0187] 

ifc, trie (3) (±, tfie^r^^ h anuria (2) k^l^^k, gt3Mfcfci«s3 7 0 

$J5£1-*J£r£-*);pJ5£'tt£ TALLOWJ , flSgi"-* ^^O^J^ffi^ TDENYJ fc 

[0 18 8] 
[0 18 9] 

I PT KWX£l0ii3#r<P&tf>4ffi Txxx.yyy. zzz. wwwj fcLTiEiEL, l~. J X%ty-oX 
I PT KUXl^ff4:?IJit^ 0 £ fcfOfftfc LT, rxxx.yyy.zzz.www/vwj (v 
wttlf y Y~?*9) & ^©SffiSr^Ltfc «£ v> 0 £>£vMi, iEISMv^iHTi 

'S o 

[0 19 0] 
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[0191] 

^fiUtC(±, ^n-txofB^^ r<F(l)xF(2)>(<f B&)<F(N)>J (&F(i) imftM? 
r^;v£) tv^ff^-e^i-c ttfX^Z> 0 z<Dt£, tti^it<D T<F(i)>J f±, -7°n-fc 

[0192J 

Ltztf-oX, r >f ;w TAJ Cti^tayntXAO^nt, |ffi77^i^ 

TBJ {cfflSi"Syn-b^B^ $*bi:Wi:Lr|lffi7 7^ TCJ CffiStiT* 
n-fexC7&*feSi£:h.TV»Sj&£\ 7ntXA, B, C Ol&T-P^ti r<A><B><C>J 

£^ij-e^K$*iSo 

[0 19 3] 

Ltz-fu^T, <r>m.i-m% k m -r s jE&gm z t> o x , ? t -r s c t **-c § 

S 0 ^#fl«jtw{± % r<A>.*<c>J -/Wj&ti, ^7t^ TCJ 

[0194] 

i^fti«tLT, * I'M fi&t^f^ ^<7)l£mnie^$n7t7 0 n-tr 

x#\ yn-tr ^-9-2 0 1 ±.<D^^V-y- J > 7 vX f- A ofelfritietcM $ tifczfu -t x 

[0 19 5] 

Xli-f^T, -?-<7>#J»37'n-tex<7>ii:4io?-t £S 0 laffi^n-t^Ciitl,^! 7yf 
^^TL(>^lEi-S^tfCti*v^-c, -*i£#$c!E-^ l~~J -C^fB-TS - 1 T% DT 

[0 19 6] 

wo&K&mtLx* 9 m t****>s*&£\ r$j (oum^^ixtzyu 

-bx t<f(n)>j ^\ ^^mti-eiiit^to 

[0 19 7] 
[0198] 

>bfl+a-rtO^^>f^^t^ (JilT> -/n-fcX'; ^ii^-rso buISV > 

y n -t x >; > * S o 

[0 19 9] 

[0 2 0 0] 

<2> o 

[0 2 0 1 ] 
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[0 2 0 2 ] 

y°u*:7,frh, iufE^> FMSo/n-t^d^ tX<ny°u ^t^&wnhtih 0 ^ 
f£ -f u -b * it , yn-tx Pal cd £ Ht^'JWI * <b ^ i CO K -ifc-f -5 O T\ S 

[0 2 0 3] 

i fc, ^ >©J^j<7)#lJ^{i, 9 4 -fUm b 7n-t* 'J > * £ f «9 > MS 

>k* 7h7-^^A>h <gg* a. — ^coji||^[p] 'J > * £#bs LTv> < 0 Jil^-[p] y > * <7>5fc 

Kl^fcT^-feXTC** h«IP7Kl/Xt*4L, If ^^Tt^o 
[0 2 0 4] 

-fit, fflHI PT Kl/Xfc, -f ^W#&fc*JttSEL"r^S:i-a*»S)6»**iJsgi-& 0 
[0 2 0 5] 

i2. 2. 5. 2) 77-a mm 

ilLffv^ (1) DTfW*?J*3«t (2) * ^> h8HJ^O^TK^-f & ^ 
Srlte-t"* (@3 4<7)Xf7^F6) 0 tL> M^O^IJ^H^ici-^ 1 o ^ tev^ 

i#£-i±, r*T*^ biUb LX^&DTfcmftlzmfcZtitzmfcmZ&mirZo 
[0 2 0 6] 

^»Sci-a^--«/3&»*ntf, ^^;P-;i/co (3) «^'fit^#BSLT, fflE^ ^ h - a > 

T- * * h J&» ^ 7 * fU^-T & Uf77F7) o 

[0 2 0 7] 

fit, »ffl£n*rfl;£fg^WT (ALLOW) J^CD*#£-, fc£*>KT9-A*£ft 
L, 7r>f7->*-/i'Jlttli:I^tS Uf 77F8) 0 T 9 - A coft^filjl 1 HifcB 
!KtwiJtt*i5t »)iI2 fcl^K, < t HtrfET^-t^cov-^ I P7K1/Xt, 

[0 2 0 8] 

12. 3 ) 

£fflv>T, ^t»3 7 0 2 t*7^-fe^%*^ b^, •9-T'v;*xAOn¥0 f tBLM#&^ 

& o - / * k *J"t * ^*^tt«6 & fa± S * & £ * K , « W*«> Ktftfcl £ ®M $ * & 
Z\ b tfX # & o 
[0 2 0 9] 
12. 4 ) *#09 

[0 2 10] 

12. 4 . 1 ) »J£ 

LTV^i, ^coti-^o -eit, -eon >-r "C:¥Inetpub¥wwroot" fVI/? 

[0211] 

(A) gfltC G I I II^IflR^ll^T-'-^^-XlCgil-t-^CG I 

: "C:¥Inetpub¥scripts¥regist.exe") 
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(B) mtJCGI : I^f-^^-^Ort§^HTMLC»L, /7^f 
^^ift^C G I 
(^*% : "C:¥Inetpub¥scripts¥view.exe") 0 

[0 2 12] 

v V 7-? 4±OfIK> >" 1 0. 5 6. 3. 0 / 2 4 "t^£>cOT ? -t^O^tCJfr 

Lfz^y-Tyy(D^§f^M^.^tir^^ i><r>tirz> 0 
[0213] 

m$Ttx<D I P/^-y h^^jl^t tfrx r (=!af£T^-fcxtc*ti-£) S^J i:D^ 0 

[0 2 14] 

£ n L?zmj&^*i-f& DT7E.m<vfflt Lt\ [113 9 r ^f;M l 0 loii 

[0 2 15] 

12. 4 . 2 ) MitM 1 

^<ffctfj&lM1^ — ^flt LT, W-U^v h V-? 3±CD? y <{T> h ( 1 3 3. 2 0 1. 
5 7. 2) frh, "J V V~>7 4±OWWW^-/^c*t1-&^#T ^-fcX^&oT, 

[0 2 16] 

$ l - i 1 0 ilii<?) ti^^) 77^7-)*- jugf i: J; o fulfil 
[0217] 

[0 2 18] 

(A) 1 3 3. 2 0 1. 5 7. 2^^(D7^-t^^fifSo 
[0 2 19] 

(B) f^D-tX^4ifS 0 
[0 2 2 0] 

(C) T-yn-feXT\ ^ItT^-t^tc^it^^^T-'-^icSCT, 

(C-l) n ^-r >-7fKitH*f-f £ -7 7 >T ^AffiTJ 
(c-2) -r- r^-xm^fzi&cDy r 4 frA&t) 

[0 2 2 1 ] 

[0222] 

12. 4. 2. 1 ) ^^T? -fe^coSrjf 

yn-b-y-tf 2 0 l±<7)WWWt-/^\ ^*T^-fc*£$lf Lfciff^, 7"n-fc -y-if 2 0 

1 <?> 4 ^ > h 3 7 0 n:, -r^^h35oi mzm znz> m 4 1 #») „ 

[0 2 2 3 ] 

V 3 5 0 1 <0[*|^tC(i, < tt> -f ^> h% (NW_AC C E P T) , T ? 
•fc^7ClP7F>X ( 1 3 3. 2 0 1. 5 7. 2 ) . MM^ ^ > h <D5k&MX**> Z> 7°n -b 
^t^^WWWt-A(7)7D-t^ID ( 7 0 9) 75 ? fSfc$n^o -OjtH> 7^-bXjc(0-f 

o 

[0 2 2 4 ] 
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^> h 3 5 0 1 ZgVtyvtzJ'O hWmU3 7 0 1 li, fi^fcg|3 5 IZtjUt £ n ta 
i«^#lLT, ^> h£ TNW_ACCEPTJ <D 4 ^ > MIglJ £ 

*j-rt>-f & hti^fa-t:, -r^> h 3 5 o i £iiijn-f-£o $^.c, ^fseo'; 
tt^-^wcMW^ h 3 5 0 l tmMI-Zi&ictDJ s<> htowcu y^WlZft % 

[0 2 2 5] ■ 

14 2 t , -f^hagij 0°n-txj H*j-J£1"£ ^ ^ ^ M=a 

3ro.-^ib, Huie-f^> M*i^iE*$*Lfeyn-t^ I D ( 7 0 9 ) Hffi^i"^. -f ^ > h & 
TPROC_EXECJ ifcJi rPROC_FORKj ^^o^>h 3 6 0 1 

6 0 1 *5&%Ltzt ^O-M^jifro 
[0 2 2 6] 

^LT, -f^>h 3 6 0 lWfLt, ^>h 3 5 0 1^I^'J^? (14 3©^ 
HO £f*#DU ^^>h 3 5 0 1 K*tLT, >f^>h 3 6 0 1 -^M7Jft'; (HI 4 3 

[0 2 2 7] 

-g-Of^ ^^>h 3 5 0 1 i:f|tl>^^> i> -3 >f^X Mt*:, Jj^t££flg|$ 3 7 0 2 
[0 2 2 8 ] 

gcSt&fclffi 3 7 0 2ti±, £i\ ^DT^i7 7^M 1 0 1 £#B3.U &)V-fr 
^ttai-r^o ^fl-et±, DT^|7r^M l 0 l OM^^i7jC(fi]^otHff 

[0 2 2 9] 

t-r\ mj}<n)v-)v (H3 9<J9^-;n) ^m$a^.o wjoft^-, k^-t>$ij^(± 

ro.o.o.o/oj -eab »9 . : Witttw^ 7 F 7 - ^ F> > 1: v 7 f t s c ^^7" 
ffjlJ£-J{± T<inetinfo.exe>J "Cab*), WWW-*J--/*KffiS1~£ "7°n -tx J tzli^n^-fu -k X 

[0 2 3 0] 

HufEDT$IJ^t h 3 5 0 1 taym&totztbkz^ ££tfcfclSB3 7 0 2 (±, £-f, 

^>h 3 5 0 1 ^3>r + Xh I*)O^T7|p]'; >i> M=TO3 7 0 U:A7JLT, 

U > ^%<D4^<y h 3 6 0 1 <7>ttS73£5:tt£o 
[0 2 3 1 ] 

^ii> -T^> h 3 6 0 1 ?>I*!$£#BBLT, -7°n-b^lD T 7 0 9J Cliit57 , nr 
7Aifri7 7>f^©/U^ rC:¥Web¥inetinfo.exeJ £ttft1-£o SfcK, ^>h3 
6 0 1 (DMJjtfnv y ? *%tmm- LT, HClT'n-b^^'f'^ hOJRWS-fi 1 ^ 
Ht^^ ^tlifftL5:^o Lf:i s 'oT, F 3 6 0 lCffiSt^yD-txw 

^TM^Sr r<inetinfo.exe>J tfJ^L. itusE ^ -T -/fl]^ f<inetinfo. exe>J ICvy*-*- 

[0 2 3 2] 

>f >iWiftfcOKt£-£fT9 fc#>, ^> h 3 5 0 1 W|*I#*#Bgi-*o $ 

-f > ^> h 3 5 0 1 co-f ^> httBUrt* r* "j h7-^j -e&^c: t ^itBLT, 

h£tf TNW_AC C E P TJ £. t £«|g1-;& 0 

[0 2 3 3 ] 

£*UiJ:lK J^y b 3 5 0 1 S#tJ ? >f >WJ HCV-7,IP 
7K^i#IU, ri 3 3. 2 0 1. 5 7. 2J ^^#i"-?>o CcDfitli, huISK^-T 
>«li& r0.0.0.0/0j CvyftJo 
[0 2 3 4 ] 

«»t-c\ 4^<y vmmom^in 7o ^> h£ tfile#writej ^>h35oi 

<7>^>h£ TNW#ACCEPTJ t ^JS-g-rs**, z\<Dt§&, — ifcL^^co-e, M&n>-)U<D 
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[0 2 3 5] 

v»i* ix<D)V~-)V\tZ i>&%cL%:\<*fz£>, * ;v h Td E f A U L T ; 

[0 2 3 6 ] 

12. 4. 2. 2) T-7°tf -t:XCO±J& 

yn-fc-y-y-2 0 1 ±OWWW-9--/N'(±HtrfS^#T^-trXO^*T'-^ ^Ht-S 

tc« * <7) T * -fc X Kifr-f S 5?*r'- * M t i&igr&S&T-^n -tr JJ-Cif 3 o 7t tz L , 
[0 2 3 7 ] 

7 p n-tr-y-9-2 0 1 fi. T-^n-t^co^Kj^^^ttT. ^>h 3 8 0 1 (H4 4#bs 

) M=M3 7 o i ^fsii-r^o ^>f3 8oi <Dnm^±. < t * 

^>h£ TPROCttFORKj m?fM7 r J )ls<Ds*X%, TC:¥Web¥ inetinfo.exe J 
n^rn-fc^o/n-txiD (8 0 0) , hO^it^^/n-bX I D 

( 7 0 9) tfmm.Zti2> 0 dOjlH, ($t«<0) yn-fex^EglJ-f &7t46<7>7 9 

[0 2 3 8] 

^>f 3 8 0 1 ©f££*$»tfc'f ^> Hflf63 7 0 Hi. MUl ^<> h 3 5 0 1 t 
mW-lzLX, ^>F 3 8 0 ( [-^a-hTsj ) £$IJ5eU 7*ow^ 

> M=a+^--v^^> b 3 8 0 1 Sri&tHlL/i^ ^^F 3 6 0 1*^^^>F380 
1 ^OjH^fnJ'J > 9 4s<> F 3 8 0 1 s<> h 3 6 0 1 ^<9i£^[6j 'J > ? 

^ (14 4#as) 0 fLt, /f ^> h- 3 8 0 1 KM"?"* >f ^> b-n>:r^X h^^f 
1&&ISB3 2 0 2^f53ti-^,o 
[0 2 3 9] 

#*tftfcl*fc3 7 0 2 -Cti, 3fcfcR»H, ^^>h 3 8 0 1 KBti'f^^ b - a >7^* 
X b*tO'J >9i&%LX. f ^> b 3 8 0 1 ODTflJ^fi 1 ? o -tOig*, ^> b 3 
8 0 1 fOi^^V bftglj r^n-txj ^> b 3 8 0 1 

&>e<> bWmU3 2 0 1 ^<b?X#-T^ <{ b 3 6 0 1 i>mbtiZ> 0 Lf^^t, 
^^^h 3 8 0 1O^^li r<inetinfoxinetinfo>J t*IJS£*i& 0 
[0 2 4 0] 

fit, Htr-f^O b 3 8 0 1 ^#BB-t^^\ -t<D4^-> MtSOti I"*? F7-^J "C 
{±&v»<7>T\ ^ > F 3 8 0 1 <7))1^|D] 'J > ^ L J: U t Lrt»U Y^>h3 

801 uti* ? h 7- ? -r ^> M=3a+i-^<7)jii^[pj'j >7^&v><7)-£\ b 3 8 
0 1 (omjjfai) ymwR* 7 0 1 frhw&-f%> 0 -i^y b 3 8 0 1 £(±* 

b 3 5 0 1 Y^MMZ 2 0 1 bJUft-T 2> <> b 3 5 0 1 Ci, >f b& 

& TNW_ACCEPTJ , V-X I PT Kl^X^ |"1 3 3. 2 0 1. 5 7. 2J 
-f^>l«3 8 0 1OM'f>t T1 3 3. 201. 57. 2J t#lJS1-£ 0 
[0 2 4 1 ] 

<7)lf £-f^?> Mt38B3 7 0 1 KfSitLT, >f^>f 3 8 0 1 i^^^>h 3 5 0 1 
[0 2 4 2] 
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DT^i77^M 4 0 1 tOBB^£fi^# ? , WJ<7)i§£-, ^>F 3 5 0 U 
<?>mfcfe ( TDE FAULT ; ALLOWJ ) ^ffi^flSOt, LiElfrJ i ipj 5e £ *i <& 

o 

[0 2 4 3] 

12. 4. 2. 3) a > t y y mi&lzM-f 2> 7 r 

>X^. 7*D^7t2 0 1 ±OWWW-9--/-f<0T-7'n-tX{iHulB^#7 ? -fc* O^^-r*- 

?S:ftit5o ::-eii, i-f, ims^7*-?# ? Tget /http/i.oj x*hz>W}&(nmit 

[ 0 2 4 4 ] 

Bute^^T"'- ? CWLt, HufST-yn-t^ii, 3 yy-yyWMfavyy r < )V l~C:¥Inetp 
ub¥wwwroot¥default.htmJ £ff^j&tf 0 - <7>U)fE£5:ttT, 7°U -fc y*r 2 0 1 t± >f ^ > h 
3 9 0 1 (@4 5 mm) fc-fO hfI8|53 7 0 1 tCfcii1-&o ^^>f 3 9 0 1 <7)|*l# 

Kt±, 4>&< tt, h& rF I LE READJ , WtfrSLts'? r -f TC: 

¥Inetpub¥wwwroot¥default.htmJ , MtZJ ^> h <D^tk : M~?$) Z^-fv -t X(D7ti ~{i x I 
D (8 0 0) #85*5*1*0 CO life, ^R*Ktt*&A,rtf"7 r i^^ttl^ 

o 

[0 2 4 5] 

^> h^38R3 7 0 Hi, ^>F 3 9 0 KD^^> MtglJ£ X~7 7 4 )Vj t 
flSL, 77^M^> Ffl^ra-t;^^> h 3 9 0 1 ^iiin-T-i-o -€-<7>f£, Y ^> h 
3 8 0 H^^^>F 3 9 0 1 ^Ojli^rn] 'J > ? t , ^f^> h 3 9 0 H^^f^> b 3 8 
0 l^O^^-ffi]'; >?%itfia-fZ> (0 4 5#i) o >f h 3 9 0 1 KMi"** 

^> h-rr>x^r^ FW^tf»3 2 0 2 Kft&i-So 
[0 2 4 6 ] 

-eLT, ?fc^M3 7 0 2 li, Y 3 9 0 1 KMi"* < h - ^yf^-X b*t 

tC^t-r^DTflJ^^^f^o -f^> h 3 9 0 1 <D? 4 T<inet info, exexine 

tinfo.exe>J , K> >f > jSr T 1 3 3 . 2 0 1. 5 7. 2 J t^Jjei-So 
[0 2 4 7 ] 

Ijci^i3 7 0 2 11, DT£l7rf)M 1 0 1 4: (Dm&Z'tf o « *««#^ 
, JSLTo;i>-;i/ (m 3 9 )V 2 ) t^icL, -€-«0*«J^«*« TALLOWJ 

[0 2 4 8 ] 

0.0.0.0/0, <inetinfo.exe>, FILE#READ, C:¥Inet info¥. * ; 
ALLOW 

12. 4. 2. 4) T- 9 ^-T.m't 

glJO^^r'- ? i: LT, TGET /cgi-bin/regist. exe?name=someoneHTTP/l. 0J & 

[0 2 4 9 ] 

(T) CGI O&iti 

Cco^^t--^ tc*J-LT, fllS^-yn-tr^fi, j-f, ^TiESSC G I £*e*> LT, 
&%:/n-teX&£j&i-;z> 0 jfc, rname=someoneJ {±5tMifc TQUERYt 

STRINGJ i:t&i?*ltv^i[)Ottl.o 
[ 0 2 5 0 ] 

-WifH$(tT, 7*D-b7t2 0 lli^^>b 4 0 0 1 (0 4 6 #18) 

aa5 3 7 o i izfcm-t&o ^>h4ooi <oi^#^(i, ^ft < <h h£ tproc 

#EXECJ Mffl&y 7 4 rC:¥Inetpub¥scripts¥regist.exeJ t , Hy|e^7°n 

LX(0 7'n-tX I D (8 0 1) ^fg^^> hOf&^^T^^HufBT-T'n-t^^yn-tr 

xid (800) t*«aE*$tt-6o -<7Mt&, Wfm.WLV>mmL%: t°z&&r i> 

[0 2 5 1 ] 

H4 6 *#flSi"<& ^> Mlffi3 7 0 111, ^> h 4 0 0 1 O^>h 
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^>o ^>h 3 8 0 H^'f^y F 4 0 0 1 ^ OUST? ft 'J ^ <h , ^^^F4 0 

oii>t)>f^>h 3 8 0 i ^oiiTjft'j >^ £fttjnu -f ^> h 4 0 0 i ^> 

h^^l^^f53 7 0 2 (;fS3i-t-^o 

[0 2 5 2 ] 

-e-LT\ l£^f££ng&3 702 (i, ^>F 4 0 0 li:St4^n-^t + ^ FJf 
U^Lr, ^>h 3 9 0 1 hl^ItttCDT^J^^^f ^0*$^ ^>h 4 0 0 1 <7)? 
-f r<inet info, exexinet info, exexregist. exe>J , K * 4 > £ \ 1 3 3. 2 0 1. 
5 7. 2 J tflJ^-T^o 
[0 2 5 3 ] 

&\z s &^&»3 7 0 2(±, DT5E*ltOi!B^Srff ^St4*-fl/ 
^^©^ f7 *^ h^-^OfllSglfi TALLOWJ MLT, IE# fcflj^-t & Q 
[0 2 5 4 ] 
U) CGI 

tt»t-c\ muses cg i ^x-^^-xai7a^^f *«-cii, eiiCG i 

y-*-*^-X£ rC:¥data¥client.dbJ 7r^ttS 0 
[0 2 5 5] 

x-^-XftTj^JL^Ji: LT, 2»C G I fiHUfeam^tfc TQUERYftSTRINGJ Olt£ 
H<&JR»K rname=someoneJ icgfcfir fB-^&j&Dx. tz~X^\\ £ MUT- 9 ^- 7, (Djfcm 

[0 2 5 6] 

^Ot&fFSr^tT, 7o-t7t2 0 lli^>F4 101 (14 7 #JS) £-f^> M= 
S£&3 7 0 1 Hfcit-f&o ^>F4101 tf>rt#Kl±, 4>£ < fc >f ^> h£ TFILE 
#WRITEJ t. mfM? y 4 )V<D^7^ rC:¥data¥client.dbJ MM^^<> b 
^^flEi^n-t^^^n-bxiD (8 0 1) fcj&*fB«fc$*L<&o fiUiLfcT'- 

[0 2 5 7] 

[14 7 £#BB1-& h^38B3 7 0 1 tt, -<^>l>4 10 1<7M^>b 

ftSUSr [7?^ ;WJ t#lJ;eU 77^^^^ M=S* a. - >f ^ > h 4 1 0 1 fciiflnl" 
*o *<r>Vk^ 4^<> V 4 00 l*»f>-f^>h4 10 1 -^OHI^Ip] U > ? fc, -i '"O h 4 1 
0 Ifrb-i^y F 4 0 0 1 ^<7)jt^|pj >; >^£tttJDU Js<> b 4 1 0 1 f:fflt5>f^> 
b-rz^-r^rx h***:&*MfcfclfflS3 7 0 2 ^f£iii-* 0 
[0 2 5 8 ] 

^Lt, ?fc^«3 7 0 2 U\ -f ^> h 4 1 0 1 tCW-fSW^O' h-n^r^^ b^ 
KWLT, DTJpJ^Srtfdo *?>*S#x -f^>h4 1 0 lO^^/^ l~<inet info, exexi 
net info, exexregist. exe>J . K -f > & T 1 3 3 . 201. 57. 2J tflJ^-T&o 
[0 2 5 9] 

^(C, Jfc^f£;M3 7 0 2 14, DT^l7r^H 1 0 1 t OflB^Srff "9 o *WO#^ 
, \XT<D)V-)V (13 9<0^-;V3) iC'&'Sk-r&OT*, ^OfiJ^i TALLOWJ 

[0 2 6 0] 

0.0.0.0/0, <Inet info, exexregist. exe>$, FILE#WRITE, 
C:¥data¥client.db; ALLOW 
12. 4 . 3 ) Sftftffl 2 

*#l$$:i&f&OB!le>0gi LT, fl-SB*? 3±©^7^7> h ( 1 3 3. 2 0 1 

. 57. 2) jJ»?», rt»^y h7-?4±OWWW-9-^:Jtt4^t7^-bA#*oT 

[0 2 6 1 ] 

z.(Oth, mi 1 0ilfi©V>f^O7 7 -f T *7 *-^ii:ioT, mrlBTf 

mSEiff 2 003-3078975 
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[ 0 2 6 2 ] 

i5Hii3 7O^o^^2 0 1±(7)WWWt-/^li, Hul5^#T^-fcX 
[ 0 2 6 3 ] 

(A) 1 3 3. 2 0 1. 5 7. 2 ^^©7^ t^^f it^„ 
[ 0 2 6 4 ] 

(B) ^7°n-trX^^i-^> 0 
[ 0 2 6 5] 

(C - 1 ) ^ >^>-7fIJttc^i-^^iE-7 r ^»§ai L 
(C-2) T-'-^^-Xtc^-T^^iET^-b^ 

[0 2 6 6] 

±ia (a) , (b) itmmii'zmi tmrn-zh^tztb, z.-e\±&&n<DWivt (c-i 

) , (C-2) <7)^Cov>TJL#:$|£7Fl-o 
[0 2 6 7] 

12. 4. 3. 1) ^yy-yymmzmr^yf]Eyr4^miiiL 

WWWt-A|/:l±W7*y^fA (JB1CGI •HJijCGI) & £ 'UlftSlttj&qf^E 
i-^^Ot-r^o 4", fi»CG I KJftSSftiWlEU fGET/cgi-bin/regist.exe?path=C: 
¥Inetpub¥wwroot¥default. htm&data=abcdj kv>9 7? -fe^^&o tzi§f&tz, a y y- y y 
%WLfa<F>7 r 4 )V rC:¥Inetpub¥wwroot¥default.htmJ WtLt, 9 TabcdJ 

[0 2 6 8] 

mm?FiETftxtf$,^tzm-£, mmft (c-n w^ti, -/D-ty^ o m-f 

^>h4901 (HI 4 8#HS) fc* h^3S&3 7 0 1 Kfcit1-£ 0 ^>h 4 9 0 1 
OfttCli, ^<ti, >f^>h£ TFILEttWRITEj , itTf77^f;^/U^ |~C:¥I 
netpub¥wwroot¥default.htmJ fc, Mail -f ^ > hf&^gg-C* & ffitZ^-fu -t X <7) -fe * 
ID (801) fc7& s ia«$tL^ 0 
[0 2 6 9] 

hf3£G3 7 0 lli, ^>F 4 9 0 1«^^> bttSU* r ^ ;H t 
fflJSU 7r^^> M=3S^ri-tC^^> h 4 9 0 1 fcilj&ni"* (@4 8 $J£) o 
<7>f^ ^^<^h4 00 1 <W ^ > h 4 9 0 1 ^(OMJffil 'J > 9 t , ^>F 4 9 0 1 * 

f>^^>f4oo i ^<mtj iri fctttnu -f^> h 4 9 o i nng-r^^r^> h-n 

h*#*&**ftfcl»3 7 0 2 tCf53ii-^o 
[0 2 7 0] 

fit, &W*fcl«B3 7 0 2 l±, -f^> h 4 9 0 1 tcM-fS'f h-n>-r^ htt 
t-*tLTDTfl^^tf9o h 4 9 0 1 <7>? 4 7°Z T<inetinfo. exexine 

tinfo.exexregist.exe>_K h* * J > Z [ I 3 3 . 2 0 1. 5 7. 2J fc$l5£-f& 0 
[0 2 7 1 ] 

tSW3 7 0 2ii, DTgit^^tT^o #0!O8r£\ VX-f<D)V-)V (. 
0 3 9 0;i/-;l/6) OTN ^O^iJ^it TDENYJ U W*o/:t 

C0i:*ij^i-^,o 
[0 2 7 2] 

0.0.0.0/0, <inetinfo.exe> N FILE#WRITE, .*; DENY 

-g-LT, g&|&fcl&3 7 0 2 l±, Jfc^7C*X h ri 3 3. 201. 57. 2J £^trT 
7-A^fi*,C4iLt, r ^77t-;vil 1 ^Mt^o 

[0 2 7 3] 

WWWt-/H L < li-eot/y^f AOii14^^LOT^7 r -f 

ffilE#2 003-3078975 
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[0 2 7 4] 

ifc, WWWt-/Wt-A\ ^iJx.{i:FTP-9--/^^L7 , in>x> , 7fl^<7)# 

10.56.192.0/24, ~<f tpd. exe>+$, FILE#WRITE, C:¥Inetpub¥wwwroot¥. * ; ALLOW 
WTo;i/-;u (H13 9<D)V-)l>8) K X 0 , t Wte^Mo 

[0 2 7 5] 

0.0.0.0/0, .*, FILE#WRITE, C:¥Inetpub¥wwroot¥. * ; DENY 

12. 4. 3. 2) T-'-^-X^^jET^-tr* 

WWWt-Ai/:WOt7*yXrA (JB1C G I -fflJCGI) 4 tlZMM%\3itfJfl£ 
-f&i><DtL, TGET /cgi-bin/. .%cl%c9. ./data/client, db HTTP/1. 0J fcv^T?-kX 

[0 2 7 6 ] 

luie^IET^-tX^o^it^-. mtWii^miiyfitz'D^^X, yn-fc-y-^ 0 1 (4 
^> h 5 0 0 1 (04 9#B?.) 1^33^3 7 0 1 Kf5jii-£ 0 ^-^^ F500 

1<0|*|^H14, ^&<<h&, -f^^h£ TFILE#READJ Wif^y r 4 )V(D^7s^ TC:¥ 
data¥client.dbj t , 4 ^ > h #&£?J£-e& & BuIET-^n -t^ co 7°n -fex I D (8 0 0 

[0 2 7 7 ] 

f ^> Mtag|J3 7 0 1 14, -f'O h 5 0 0 1 O-T^^ HlglJ£ l"7 r Y ;uj 
*|J^L> 77>fn"f^>hfi+a-t:'f^>h 5 0 0 UiliotSo fwi, ^> h 
3 8 0 H^^^>h 5 0 0 1 ^Ojll^ln] 0 > ^ t , ^> b 5 0 0 1 -i^'f ^> h 3 8 

ft<HftftllK3 7 0 2 Kfsjti-So 
[0 2 7 8] 

■?"LT> SS^H5 3 7 0 214, ^> h 5 0 0 F-3>f^ httMJJL 

-CDT^J^^rtfdo -€-Oig*. ^>h 5 0 0 1<0^'f^ T<inet info. exexinet info. 
exe>J , K^l^fc T133. 201. 57. 2] tmfcir&o 
[0 2 7 9] 

^K, :&S:1&£n§|$3 7 0 2 f4, DT^UfcOBtefcfi^o W<7>*§^ VXT<D)V-)V ( 
13 9 0^-^7) H^ifc1-^C7)T% ^O^IJ^I TDENYJ L, ^S^ofcfc 

[0 2 8 0] 

0.0.0.0/0, .*, FILE#READ I FILEtfWRITE, C:¥data¥.*; DENY 

fit, $&4*&ItB3 7 0 2 (4, rjCix^X h n 3 3. 201. 57. 2J £^-trT 
[0 2 8 1 ] 

(m 1 3 gy^so 

13. 1) it 

in 5 ot4, ^mn^mi 3 ^»ii:^(ts 77^7^ * - ;v^to7'n 7 ?mx~$>%> 

- 5 <Dmmu 5 0 3 & x vmmmmmm 5 0 2 nftx.r, ra-^-^5 101* 
x vmrnm^mu 5 1 02^tx.^ o 

[0 2 8 2 ] 

IH 5 1 £#Bgi-a t, 1 0 1 f4, gM£^fS3P5 2 0 U, Hi XU'*y 

■7r5202joJ: yfjS ltt^777 5 2 0 3 i:, i2 77r 5 2 0 4i3j; 0^ 2 

m^J/^ y 7 r 5 2 0 5 <h *^-f2> 0 
[0 2 8 3] 

^l=aft5 5 2 0 1 (4, -y h -7 <r )V9 1 0 1 ^f)ftI$it/^7^-tXi:titL^ 

m^-? s-ifjuu^s^ 1 02 haul, ^<»\mm. i km§-$%<> tfz, t<vmmm 
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UIdCT, ft 1 AtJ^ y 7 y 5 2 0 2 £ fcf4ft 2 7 r 5 2 0 4 ^W|?*f- 

SUM-* 9 , ft 1 tfl^7/^-y "7 t 5 2 0 3 ifcttft 2 (H2J/<y 77 5 2 0 5 j&»&tf>J&g-y- * 

[ 0 2 8 4 ] 

ft 1 AtJ/<y 77 5 2 0 2*^^1 ffi^;' 77 5 2 0 31^ ft 1 <7)I*)^ilf Y > 9 
-7x-X 1 0 4 iftU^y h- 7-9 4 tcgft $ ftX& *) , ^ft^;ft+r--;s;£gs^<7>g;fc 

[0 2 8 5] 

^2AAA7 7 7 5 2 0 4*5J:O f ft2ffi*^y 7r 5 2 0 5(4, -fc t »)ilI2i:SS$ 

wtm-fZo ttz, mmm^mus 10211, umv-'^s 1 0 i©i,it»5 2 0 

[0 2 8 6 ] 

13. 2 ) 9bft 

B5 2(4, ftl 3H;teBStKi3*tS7 7^T>7*-;Uig«3 307n-ft- ht^l. 

o 

[0 2 8 7] 

13. 2 . 1 ) 

bmtz%:w$izmm-tz>xt}i ps^r y hz-gmtx, m 2 m&Mmz&n & 7 r j 7 v 

*-^M5 tlWIM^, h7 y 1 0 1 i: T ? -b x fijfp 'J 7, h*&MM 1 0 2 K 

.to-c, -€-oaa*Bae)?>nfe*-&n«±, ra-^-^5 1 o l^sM^ffss&s lout 

huIE^X b ^OK^-fSo^^ittL-t-^ (Xf 7 7'Gl) o 
[0 2 8 8] 

13. 2. 2) 5Mt"7*-*0— B3M&>W 

^-9*^1-% Uf7 7'G2) o fit, fi«flfli5 2 0 1(4, StRR*T'-^ 
Srft 1 A?V*y "7 r 5 2 0 2 i ft 2 ATJ^y 77 5 2 0 4 t izfcM Lt> — B#*&*flf £ ( 
X-r -7 7°G 3 ) o 
[0 2 8 9] 

13. 2 . 3 ) ft SiK^Se 

^ lt, mtm^r-'- 9 zmmmmmu 5 1 0 2ia*u ^©««jrcS:jrwl u 

f77'G4) , ^eOWteTiJttfcfcfi^ (Xr77'G5) o 
[0 2 9 0] 

mijswssbs 1 0 2 ^*tt*«*jSE^w-#^rttfc lt(4, wz.it. m^r-9*su 

[0 2 9 1 ] 

ifc, *i:H5 3i:^tJ:Tft, ii*tc A7J $ *ifc£#r'- * tf «JK t <n®.Z^mir 
5f;*07-7;^^L, SfciSif-^AJ^ifcO'i:, ^Kt--7*;v£#bb 
Lt, iig^^SM^fflv^TUv^o J: *m#lftK(4, 7f77°G8-2ti3ti) 

[0 2 9 2] 

$<bK, m%^y--7")v\zm^r- 9 zmmfem-t z><vxn% < , ^^x-^o-^-^tt 
^ ^M&mznttz— fcvirj xx$>z>tztb, 9^vmw&\^ 0 tztzL, m^&m 
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\z— ?j|p]tt^y v^BSiMi^— gc1-&m&& 2ocg^f-? (# — ^-^iE^T^ -9 
[0 2 9 3 ] 

13. 2. 3. 1) m$zr-?£mmLt2m£ 

L^il ATj^y 77 5 2 0 2 t, f£ 2 ATJ^y 77 5 2 0 4 tC, ^#7*- * <D<mm £ 
1%*1rZ> (7T77G6-1) o -^^f It/if 7 7 5 2 0 2 li, fi*>(C 

M-r^^^x-^^r, ^ 1 <D\H^mm 4 > ?-7^-x 1 o 4 ^^'^^ 

- ? A ±.<D*f~s<{Zlmm-fZ>o |5J#^> |2.A^'7 77 5 1 0 4(±, fem-ffrE&T*- 

»2 <7)l*]fP®{l^ ^-7x-^l 0 5£^LT, £>fc I)gi2 K|Ej£-r& 0 
[0 2 9 4 ] 

13. 2 . 3 . 2 ) fc^r"- 9 <r>mU 

^<7)fl\ IglOftf&jl'ff ^ >?-7x-7 1 0 4 £^LT, |*iSB* y h r 7- 7 4 ±<7)+h 
-^^^tir^T-'-^^5:j=L^i: |£l ftTJ^-;' "7 r 5 2 0 3 IZMmB^r- 9 
MU ^1=^5 2 0 1 ti^O&ofci'£fEX& (^fy^G 7 - 1 ) 0 
[0 2 9 5 ] 

13. 2 . 3 . 3 ) JS^r--- ? Oijgjjl 

^$cWM5 2 0 1 It, mi Oil] 7r 5 2 0 3 ^^^-^$M zmmztitife, n: 
^.^huIB*^ h t'f«](tr, m 1 77 5 2 0 3 9 ^fSiii"^ 

(*7" -7 7*G8-1) o 
[0 2 9 6] 

13. 2. 4) Iff-^^|tL/:^ 

— y/GSOf, c<TT?£>*U3: (7,f 7 7*G5«N) „ mWM^T- 9 
^X3bZ> <h#ij5eU *2A^<77T 5 2 0 4O*t:, - ? <D%im £t&^7|-£ (X 

f 77*G6-2) o |2A^'7 7 7 5 2 0 4 li> - <7>t^£$ltT, iS ICS 2 

ife^?-7x-^ i o 5 &t o mm 2 ^mmm^- * £ Q 

[0 2 9 7] 

13. 2 . 4 . 1 ) l£|M££n 

G 7 - 2 ) o 
[0 2 9 8] 

13. 2. 4. 2) l£«/^£n$;fl7^Jt^- 

^ll^&o/cft^^i (7f77G7-2«Y) . -?-<7) g-^frx. & T 7 - A L T 

- A £$js Lft77-f7i)t- fl^fi 3 3 i± . #2 \Z i3 ty & "7 r 4 7 7 * - 

wstmmz, m\n^-^m^.u \ 077^, mmm^m^s 1 o 2izmm*x h^bik 
w<7)$>-otzz t &fcmi-& tjtiz, T?-txmm } ) * h&mu 1 o 2 \zr ? -trxtijtp^- 

;K7)M«f£t^LT, Hfj|E«^^ii©f1-^> Uf77*G8-3) o 
[0 2 9 9] 

13.2. 4 . 3 ) ijtlWMn $ ti & o 
2 <7)N) , liijH)^ 5 1 0 2 miM«3HR5 2 0 1 ^7 7 - A ^it-r & 0 J£Mt=s 

sis 5 2 o i ii, mmT^-j+z^fx, m 1 77520 2^mm^w^r- 9 

<7)&m*i%7jk'f& (7xT7 7°G8-2) o 
[0 3 0 0] 

TtufS^ AT -7 hBfF^ti, 5 0 0 5 'J #fIJ^<7)BtP B T ^f^-rnif ii#+5rT^ & 

A7JI M ? 77^7^-^i5 1 &B#Mr#<7>¥^'fii& ^* ^> 

oT, mB&)tz^t2-fr& X n \z LT^) X v> 0 
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[0 3 0 1 3 

^■Oft, iKOrtMi-f >-?-7^-X 1 0 4 £t>LT, ftfM-y h 7 - * 4_h<0^j- 
-/^f)£§r-i'^Sf L/:i:|, ^ltt!7J^~y 7 r 5 2 0 3 itMUJZ^r- ? tc—n 
f&ifflU flflSI5 5 2 0 1 tC)S^O&o*:i'£fSx.& Ux y 7°G 7 - 1 ) o 
[0 3 0 2] 

mm^MU5 2 0 1 (i, %V&-h'*v 7 t 5 2 0 3 *^y*-^$'(S«r1£ai$*L7t^ M 
^ICmrfB^X McftttT, fill tB7^^ -y7T 5 2 0 3 Kf&ffl $ ft t*- * 

ut7yG8-i) o 

[0 3 0 3 3 
13. 3 ) 

» 1 3&mi&&te&ft& ? r 4 r<y * -jmi 5 1 j;ft{±\ lmroiscov^, *t 

St^5?*T'-^r(l), r(2h .... r(n) 7^&oT, ^?)j£<£co£>£^*T-*- 7 r(i) # ? 

tilt frotzt r(i) tirtSR^y h7-* 4±ojEM-9--^'^-fteii$ 
ftSOTN r(l)~r(n) O^^-f-*- * tFIE L V»Jfi/£-CjE&-»f— i t £*fcaE 

[0 3 0 43 
[0 3 0 53 

Te lnett-/^, F T P t . ^ft-TftO ^ 9 -f T > h <7)P^-^=ff t> 

ft££-?tc, l I<7)gi{:o|, a3Sc035*fc(&«r3& , *ft , )3S$ft* * 3 &t°o b 3;p ( = 

[0 3 0 63 
[0 3 0 7 J 

jE#»f^^ «t xfmiamt * m *> & < «s l , ■&* *mm\z mm-r & z t &x # * 0 

[0 3 0 83 

*H*WUJ:*SI*^rftH ift(i\ 4 > * * y h 3 FC^I 
$ft^)S^^-^(±#tCJEa^-^'om7Ji-^)S^-r'-^-e*^o Lf^ot, tWnv 

t- > -7 oefc a, ^ Hgf2 -efg^ t r v> & , ^$ti/;3>f>7 ^ 
luiE* x h npjit-t -6 ci < . #^jE t v> a > x > ^ (Dmmmmx § & 0 

[0 3 0 93 

13. 4 ) ^#00 
13. 4 . 1 ) fftjft 

HI 5 4 «-#Hgf -Sfc, ^Hifi^(±, 4>9~-*v Y 3lWFTP?7^f7> h 3 0 2 t 
, rtlflJ^f b7-7 4±©FTPt-A4 0 2 L 77^7^t-^l5 It, i3 t ») 
ii2 fc*»*b#J!RSft*o 
[0 3 103 

FTP?7^7>f 3 0 2lt FTPt-/<4 0 2 KlWCV* < o^<7)^*-T- 9 

-;VtI5 1(4, FTP77-f7>h 3 0 2^f>A7J$ft^^*T ? -^*i3t ^12^ 

tBIE#2 00 3 - 3078975 
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i>$mirZ>o t)it2<7)7'nt7t2 0 1±T*(±, FTPt-^4 0 2 t |WJ 

DFTPt- fcTx 7&*Jltt ^titv^o 

[0311] 

13. 4 . 2 ) tfrft 

FTP?7O^h 3 0 2(i, FTPt-^4 0 2 tcftlfT, ^*r<"- ? ^JllM-^ili-r 

1 ) ? • 1 y 

2) 7 r -f )l>T y 7*n- K 

£tf d * -JHIfi 5 1 (Of&jilpW&Tji-to 

[0 3 12] 

FTPt-A4 0 2 fcist »)S-fi2 fc(±, MCSv>7 7^H?:MLf;i: # 
[0313] 

Sfcfc, at I)SI2^»H!2 0 2 £f± % 7"Dt7t2 0 1 -e»^t4FTPt 
[0314] 

i3. 4 . 2 . i ) 

i-f> FTP77^7>F 3 0 2li, F T P t-A4 0 2 ^©n />f >t:3fciot, tfr 
^COTC PSftt*«ti 1-^7^*9, FTPt-A'4 0 2 KlWT S YN^ y V *3Hg-*-* 

o 

[0 3 15] 

Mm S YNA-t 7 h 1)K 7r^7-)t- ;P£eM 5 1 KmMLfz t § „ 7 7^77^-^ 
it5 1 tfHR2g-*J--/*5 1 0 1 ti, FTPt-A4 0 2 KftfroT, |fff6 SYN^t"; h 
K*fr(c.-t* S YN-AC'Ka-7 y hSrJ&^-f&o 
[0 3 16] 

^r<Dm, FTP77^7>F 3 0 2(±, $ h IZ A C K>^ v h * F T P -^-/t 4 0 2 ^ 
fSjtt-C^M1"^o' ISACK^t -y h^T/ r ^77*-)Vit5 1 izmMLfzt (Rffi 
*-a*5 lOlli, *fc4TC P^^ ? «t2lL7t^<7)i:^J^i-^o 
[0317] 

f LT, 4S*i^-/s'5 l 0 1 <7>«^a«P5 2 0 Hi, FTPtwM 02t, 33 1 0 
gf2 kCitLt, FTP77^7VF 3 0 2Kft*>oT, flBUKTC Pgi^£?£tfc-r& 

o 

[0 3 18] 

13. 4 . 2 . 2 ) B£n > 

friz, FTP77O>h 3 0 2l± > FTPt-^4 0 2 ^Ifi]ltt > E£ n ^ > £fr 
[0319] 

-mz, FTPt-/WSi^o^r/li, mTOJ:^^2ffl<0^*T-'-^*iijf 
[0 3 2 0] 

•|l»I*f-? (rl) :a-f^^t^t?*0, — JttU TanonymousJ "Cab& 0 
[0 3 2 1 ] 

•i2<Dlff-^ (r2) :^7-K^t^t*f)> — *£K TuseridomainJ <7)B 
^^io^-il/7 Kl/^tJbJo 
[0 3 2 2] 

$ 1 *rl#\ 77^77*-^it5 1 KSI&Lfcfc 1 0 

1 0®««a«5 2 0 1 li, i-f , ^1 <7>§?;fcT*-?rlfc£ 1 \13'*V 77 5 2 0 2 t, 
i2A7J^7 77 5 2 0 4 ^ KfSitU -B#Mi-^> 0 
[0 3 2 3 ] 
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tnL (us 5oiBiJHt^) , mmmo zmmmmms 2 0 1 ^mij-t^o ^mtkM-eit. 

[0 3 2 4] 

mm 1 tt^o L/:^oT, SM£lr3M5 2 0 1 (i, » 1 <0^r-- 9 r\*imM U ^ 
1 XlO^y 7r 5 2 0 2 t |2A^'7 7r 5 2 0 4 tC, $1 cog^-r'- ? rlOl&gt 

[0 3 2 5] 

3£i££t^£*i£ffl 1 At)'*? 77 5 2 0 2 .fc J: 2 A7J^ -y 77 5 2 0 4li, 
fft, FTPt-/q0 2i3J;y ; i3tt)ii2^ ^ 1 (D^Mr- ?rl% $mirZ> 0 
[ 0 3 2 6] 

^<7)^, il<7)^$f*-^rl^Sf L^FTP-)r-/U 0 2(i, ✓ 7 - Kc7)A7j£* 
*^$^f-^sl?-FTP^7^7> h 3 0 2^(&|ttril|'ff-r^.o £^f-^sl^'7 7^ 
T7t-;^t5 1 izmMLfzt )£^x*-*slfi-_Bfflia}7J^" y 7r 5 2 0 3 C§ 
^£ti& 0 fit, ilffitl^'7 77 5 2 0 3(±, $r£&)S^-r-* Z^mLtz^Z, 4# 
^^3^5 2 0 1 KfcMlr&o 
[0 3 2 7] 

fit, ^1=3^5 2 0 1 l±, mi mtl^y 77 5 2 0 3 Cf&*fl £ *L7cJ£^-r*- ^ si 
FTP^7-f7>h 3 0 2 C|p](tT^t^ o & h «9 2 ^ <b & fc&T- 9 

sitmrnzti. m2&ti^-yyT 520 s^si^t&ifiu mm^mus 2 0 1 cc-if- 
*$ii£{5}i-r&^\ ^fyfew^tt&^ffs^ 2 0 1 a, cn^is^i-t-^o 

[0 3 2 8] 

W±OJ; •) LT, FTP^7-f7>h 3 0 2*t)F TPf-^'4 0 2 -^[pHX-C^ff $ 
ftTtr^-r- ?rl(;i\ jS^OC FTPt-A*4 0 2 & J: 0* is t <9 i!2 0 
[0 3 2 9] 

/U7- KA7J^&£g*-r- ?r2flo^T {wM&WmU 5 1 0 2 (±, ^-co 
mmm* nj tai73l-^>^Oi:i--5.o Ud ? ot, r2(irl£:|5]*|yc LT, FTPt-M' 
4 0 2 j3i£/jo<h ^#2^i|£M$;ft;2>o lUt, F T P ? 7 -f T V h 3 0 2 (±, FT 
0 2£J;TOi: V) £Eg 2 co^C*}- Lt, |g%n?M > & £ t 

i> o 

[ 0 3 3 0] 

13. 4. 2. 3) 7 7^V7 7 7*n-K 

g^n^M >£lfcT LfcF T P^7-f7^h 3 0 2l±, 77^^777*0- K^fi^ o 
F T P +f-_ ifxi;i3(t^ 7 r >f ^7 y 7°n- K{±. IJlTOff^onvy K&Rjfcr'-**:: 

[0 3 3 1 ] 

tput <7r-f^>j o 

[0 3 3 2] 

di-C, JiTW2llOl*f-^^fi4„ 
[0 3 3 3 ] 

(A) r3-ll TPUT FILE. TXTJ 

(B) r3-2: TPUT XXXXXXXX---<v^;V=r-K>_| 0 
[0 3 3 4 ] 

r 3 - 1 It r F I L E . TXTJ t %,wi<D 7 r -i £ F T P 4 0 2 IZ T v 
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0 2 i:^'7 7 7*-/*--7n-£3l§fe££-£T, 7r^ gist LT 

^-tfXbft^vj^Urr- K£^IEKF T P 4 0 2 |*!<7) -> ^ ;WC^f $ * J: itt^i 

[0 3 3 5] 

13. 4. 2. 3. 1 ) lEIfr&^T--? r 3 - 1 tfXt}Ztitzi§i£ 
if, FTP^7^7>h 3 0 2^ibgtf-^ r 3 - 1 T^iilg £ *l£Jt£-£7j^1- 0 
[0 3 3 6] 

m^r*-? r 3 - l75 ? 7r^T^*-^^g5 1 IC^lJii Lfzf^^ buIS^^t-'-^ r 1 <h 

mmzLx, &mmmffl5 20 naot, iu^'^t 520 2 &±u : ~m2 xt)'< 

•y 7t 5 2 0 4 i: Hf£*|<J$ft, ^*r*- ? r 3 - 1 jWS fKJ^SglS 5 1 0 2^A7J2ft£ 

o 

[ 0 3 3 7] 

^ r 3 - 1 h 'J^v^Ott^o ZtDm-er, IsiglJtWM 5 10 2li, Ig^lT 

Sx-^w;, gsfc-r'-* r 3 - i (Dx-y h ^ff^iciijp-r^, 0 tfz, ||f-?r3 

- lo^ii^t lt, m^mmm roj ^issu roj ^ittias 2 0 1 ^mtj 

[0 3 3 8] 

iitaM5 2 0 1 1±, ^*t--^ r 3 - 1 (vmrnrn roj £irxt#L£o*>, nit r 1 

/F*<h^^i- 0 fit, |2A^a'7 7 r 5 2 0 4 <o*U, ^*-r*- ? r 3 - 1 <£>|Ej3i£ 
[0 3 3 9] 

l2A7J/i 7 77 5 2 0 4li, HUfE^iil^7^^$ttT, jot mW 2 IC^^T"*- ? r 3 

— 1 Srf5i2li"^>o 
[0 3 4 0] 

&£ *)mm2 (4, S*-r'-^ r 3 - 1 £$f8LT, 7t^V TF I L E. TXTJ 
JfLtz^ flS^TLfciifiiiieiSff-i' s 3 - 1 ^^jfi-^o 
[0 3 4 1 ] 

j£«ff*-* s3-lti, 77^77t-^t5 1 KPJj* U *2lllJ/^ 7 
r 5 2 0 5 KtefflSfr, Sfc2 ffl^y 7t 5 2 0 5(±, fOt^iiflH55 2 0 1 tcj§ 

*n-r & 0 it, iifit>5 2oni, mmm^mms 1 o 2 iz^ytr-? r 3 - 1 & 

, r 3 - 1 TlJ Ct^o 

[0 3 4 2] 

^^aas5 2 0 1 ii, hi xij^yyy 5202 KSMtT*-* r 3 - 1 <om 

isSr^LT, $ 1 Xtl^y 7 r 5 2 0 2 £35* "7*- ? r 3 - 1 0 21: 

[0 3 4 3] 

-e-Of^ FTPt-A4 0 2 (4. V r 4 )V TF I L E. TXTJ &&#U -?"O^T^ 
fcz.2>lB®r>-? s 3 - 1 ^ft^o 
[0 3 4 4] 

FTP^-/M 0 2 3&>£<7>j£^7~-? s 3 - 1 (4. mi mjj'ty 77 5 2 0 3 
ti. mimj3'*y7T 5 2 0 3(4, f«&tiSflS5 2 0 1 Clfttio fit, & 
«tflfai»5 201(4, s3-l*FTP^7^7>h 3 0 2 Hlg^-r* (HI 5 6 #180 o 
[0 3 4 5] 

Ul±OiTi:LT, FTP^7^f7>h 3 0 2/&><b3ifI$:fx£7 7>f ^ TF I LE. T 
XTJ (4, FTPt-A4 0 2*J:O f iJi:»)||f 2i:a«Ii:«ff$ii4o 
[0 3 4 6] 

13. 4. 2. 3. 2) r 3 - 2 rt s A# £ 
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FTP?7O>h 3 0 2^<b^IE^S^T-*-^ r 3 - 2 rt ? 3H§ $ 

i-o 

[ 0 3 4 7 3 

WRr*- 9 r 3 - 2tf7 r J 7 7 * -)UmW: 5 1 KSI&LfcBR, buIB^^-t- ?r3- 
1 tmnizLT, SflEfflffi5 2 0 1 i:J:or, iU^y7r 520243<fcO f »2A 
^'777 5 2 0 4 g^T*-* r 3 - 2 T&^iHiJS^M 5 10 2CX*$ 

[0 3 4 8] 

««aMffs«B5 1 0 2(±, mw>mmmmm.7---?)\'*mw,irz>i)K *«±*k 

R*^-^ r 3-2<7)^> h 'J^v»()Ott4o «i«fil|S5 0 0 2 14, 

raSU£«a-r-://W;, 5* t*- * r 3 - 1 ©x> h 'J fcfrfc Kilill-So ifc, R^ 
r 3-2£>«Si]£fc LT, 9f5gO*UWtt r 0 J £1£teU TO J Sriftf§ffi5 2 0 

1 icmtj-r^o 

[0 3 4 93 

»«tflpasK 5 2 o i (4, muzr- 9 r 3 - 2 ofgs r 0 j £um l £ *> . mi r 1 

[0 3 5 0J 

fLT, i2A*A*7 7r 5 2 0 4^^i:, ^^7"-^ r 3 - 2 <7)$E3i^^^i--i>o » 

2 A7j^7 7 t 5 2 0 4 (4, BfffEi|£3l^£^tT, 43 t 19 ^ifi 2 Cllf - 9 r 3 - 2 

[0 3 5 1 3 

is t >)iI2^ff-^ r 3 - 2 ZgmirZ 7°n-t^t2 0 l±t:\ (fto) F 
T P-^-/^4/n*-7 "7 7-t-A-7n-i:j; oT">i^SrifeKlL, S*t* - * r 3 - 2 K 
^■t*L4^jE*'>jtn/3- KSrHtTL «t 9 tt4o i3 V) mW. 2 W^:*tftftJ» 2 0 2 {4. 
SR^i^jBtt^^fclftftlL, 1^1:77-^^77^79*-^! 5 1 Hj£f§i-& 

O 

[0 3 5 2 3 

mjfET9-A^5:ff LtzV 7 >f T »7 * -)^I5 1 (4 X if, R^tp^- /URESIS 1 0 7 
, 7 9-kXfflW >; * h^SSB 1 0 2 t „ v b 7 4 ^9 1 0 1 t IZ£ ot, ffl 1 
J&f&kZ&Whyr 4 T *? * - »>m.W. 1 fclWK, FTP77^7>h 3 0 2 ^^Ol^l^O 
7***&i£»ff So IM^-^UteSR 1 0 7 (4, 77-Atf>$M£eSMfaSB5 

2 0 1 K&ii£qi-& 0 

[0 3 5 3 J 

T9-A$«a*n*$»tfc**c«aa5 5 2 0 1 t4, tzti%\ZY T V 9 7 ^ 7> b 3 0 2 
t<7)^M*Ji»f-r^o 4 it, li L< ii> & 1 AtJ^ 7 -77 5 2 0 2 izfaMZtitz r 3 - 
2 £fg*-rs 0 

[0 3 5 4 3 

m±0 4 9 /RE&^*7*-* r 3 - 2 i4, m&-T 2> tLXi>3$t *)mW.2 |:R 

<b*U FT Pt-/t4 0 2 KSHtLfcV* (HI5 7#BB) 0 
[0 3 5 53 

(# 1 4 3kimm) 

m 5 8 K^fi d 1*9 SB* 7 h7-^4 ±0^-/^ (flx.lfFTPt-A4 0 2) * 
•b&fc >)ii2^< k^T^y^fA^iam??-'; >^S15 9 0 
1 *$f>{:ix.-c(»J:^ 0 
[0 3 5 63 

45 1 1) mm. 2 ■e^*^fti$*i7 7^77 * -;u^e 5 1 <owffl)\'-)^\ < &u 1071: 

75-A ^S3i $ ttfcRK (WHP^-^ipJ5eaj l 0 7 t4, $f>i:5 5-U>^gt5 9 0 1 
[0 3 5 73 
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mmm%az%:rttz< 9-v >^I5 9 0 1 (±, mrier^i^is^ h 7-? 4±<d*t-^<d 

7 7^^/XfA 4 0 2 1 %WifrWL<0, ^(Oft^Z&t i)ii2±«77Y^y^f A 2 

0 l l^^-f^o z\n^Z>z\tKXV) , &t f)^M2±T/FiE^7 r * ^#&<&tJ ? #££ 

[0 3 5 8] 

o 

[ 0 3 5 9 ] 

^t-^ilS 1 0<Effi^-/N*5 1 0 1 tf>lltr&KI«-^ftiai*B6 2 0 1 ^i^o 
[0 3 6 0] 

m^-iSkmU6 2 0 111, >*>r v h-7 4 )V? l 0 l frb'&htitzm^itXt) I P^°7 v Y 
£«-^U m-^^iitzXt} I Pa7 7 h fc*K£MJ— 1 0 1 Kfisii1-*o «^ 
-^5 1 0 1 frb&htifztitfj I P/**- y h £Bf-$HtU Hf-^HtaiTJ I P'** * h fc/** 
•;h7^^10 1 ^fS3ti"*o 
[0 3 6 1 ] 

[0 3 6 2] 

(il 6^tMk) 

^■y- v Y7 < )V9 ^ i5XV\ T?-txmm ] ) * hflK^-ooai -y h ££ofc7 r >f 
[0 3 6 3] 

[0 3 6 4 ] 

• 4>£ < £ y Y 7 4 A> ? j3 X XJFT 9 -b ^MM 'J * h «3«B*^rt £ 7 r -f 7 7 * 

[0 3 6 5] 

[0 3 6 6] 

fc3£SBlw*5V>t\ 7 r >f 7 7 * -Jl/gf 7 0 0 1 lZli/*<7- 7l>7^^10 1 fcitTT * 

nxmwvx Y^mui 0 2^tt^n, 7fst7 002 K(±t§2gg&5 0 1 , mm 

0 2i3«fc rfffifflfr-frmfcU l 0 7^|Stt^tlTV^ 0 a?*-? Y7 4 )W 1 0 
Ufi^5 0 1tOM, isjitf, 7 *-fe*W#P'J * MISS 1 0 2 t^;i/-;v*iJ^ 

1 0 7 fcOH*^? h7-^^7tLttit4ifct\ il-Hl 5lIiii:J:^^ 

mm i/x-rA* mm-r &z\t § -5 0 

[0 3 6 7] 

tiifE#2 003-3078975 
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17. 1 ) mWL 

BI6 1(4, *S&9§?>I&1 7^*^ffiUJ:4^Rfftl'>^T-A(O|!t*W»*0"e**o * 

^ico^t i/) mm 2 (i) -2 (*.) frhmj&ztiz&t*)??** 2 1 &t>m 

[0 3 6 8] 

77^7->*-^if8 0 {4, ^-&< <h tlf#S8 0 0 1 , t-^'fl^8 0 0 2 , io 

4tf, ismm^mus o 2 ttts 0 h*sb8 0 0 1 (4, -r-v^zm^tz^mizx 0, 

te«HS**-/^aW8 0 0 2^«LT»«JfciJfc f)gI2 (i) <7)fffeSiJ^-£$(tIft£ 0 
RIS 8 0 0 1 {±, ^ttfZo fcflftSU^JtiFSfLfcii 1 •) £Eg 2 ( i ) i> L < *±I*3«B* y 

[0 3 6 9 ] 

■9--/^aSB8 002 (4, ^3^19^7X^2 1 tl&&t *9 3£M 2 ( 1 ) - 2 (k 

) ^»SlJ^t^««*t0^ia^^^i-#BB^8 0 0 3 *|*3S|5fl9Kttx.T;j3»K If* 
SB 8 0 0 1 frh<7>iBlABi<OA73i$:lf"C. &mMfrbmW%mW&ZM$lL. SKSKfc 
fi!»£f§3»M8 0 0 l^ii-To 
[0 3 7 0] 

EI 6 2(4, *«g*B8 0 0 2^-r^#HS*8 0 0 3 O— W*jjr*-«5*;|g-e*S o 

i3fc»)2ie2 (1) -2 (k) »c^n-e**L*tJE5i-S*-^llfc»0T-D 1 ~D k 
#®{a «JKM 1 ~M k fc <7>*tJSri s te*fl $nt^4 0 
[0 3 7 1 ] 
17. 2 ) W)ft 

[216 3(4, 1 7Hi^CJ:5^|»»y^f AWSi^t7n-ft- 

h-e&£ 0 77 -< 77t-^it8 0*^-/^14 o l^ifij^d^^-y h p z^m-fz 

t , 8 0 0 1 (4, i fA7J^7" y h p <7>4?fc < — y 5 0 2 — 

aiTJU /^7Fpi:*tt4ii«r[p]*$ltJRi Uf77-I 1) o 
[0 3 7 2 ] 

^v>T, If TO 8 0 0 1 (4, mmStr [p]**- ^*ai*B8 0 0 2-ffi7jL, 4>&< t 
i looiglJr^^ltK^o ^-/^l?aSB8 0 0 2(4, #BHJE8 0 0 2<D&%L 

-t%> (^t77*I 2*5^^1 3) o 
[0 3 7 3 ] 

*tt&-r^Stt»!I^«:ISM-e#*^o^J»^J4 Ur77l3©N) , 4?&<b.1>-*}—'m 
§4 0 1 tc«OSr^n^5eo*8U^J:^^*JKNO»^<Eo4ft?!cfe*t LTi~ 

* (XT7 7I 4) o -<7)^r^> SfcK, tot *) ^7^^ 2 1 ±<D^X<Dtot ») ^gtf>S& 
SU^-D 1 ~D kO^?iJ^^^{cj!jpx.T & J:^„ f-/<gl4 0 1 OMiligiJS 

N(4, #BB^8 0 0 3<D&mmmMM l -Mk?)f^i^i£-5.ttt^^ *>0<hi-£ (N 
>max[Ml, M2, — , Mk]) 0 
[0 3 7 4 ] 

wfc-f&mmT-tfi &±%t\mztitzi£fG-& (xr77i3<7)Y) , mta^titzm^^ 
mmus o o l^m-t Ur7 7i 5) 0 ioti, «ft<z>«su^^ms*i;t:*&£-ii, 

tMfe$MJgrt ? «7^&&f&giJ^£ 1 0 7c(7t§jg§K8 0 0 1— ILtUva, ^rTcofigiJ 
^^LTUv^o 0 0 1 (4, -9--/^S^8 0 0 2 frhXti L£»JT-K*NS 

1-&43t l)M2ifc(it-Agf4 0 1 — a?*- y h p £$£i£1-.z> (Xf77l6) 0 
[0 3 7 5] 

t-^114 0 l^V^ y h p Z&mirZ t, t-/^I4 0 1 J:Ot-A' 7 n77i 
!:iOA , 77Fp^Iffil3^o -7j, £ t *)mW.2ifi/i^ y h p £${f -t%> t , 1" 

tbSE#2 003-3078975 



mm 2003-295020 



^-v: 44/ 



^V^^li"^ (^T7 7'I 7) o 

[0 3 7 6] 

fir, mm9c<n&t ^t2 u< (±t-^"it4 o i ±.<n*r-s<-7°a &&mt} 
# ^ ti & if jgfB 8001 tiiK^flr nmtfikiK-?& %>&tn mm 2^hnhp.tzv^ # 

[0 3 7 7] 

17. 3 ) $fc* 

[0 3 7 8] 

So cnKii), >r h-e^L^^wj^^^^^^^^^=ff 9 £ t antral 

ft£o 

[0 3 7 9J 

18. 1 ) flllS 

@6 4(i, *#§B^<7)^1 8^M^J:S^^v^t-AO«EB&^«^I1T^So * 
8 10 3 is J: W8B*->- 8 1 0 4±\z$>2> lo^±(0$^yXrAADi- 

[0 3 8 03 

77^70 + - fl^g 8 1li, MjKJS^MS 810U77-h ggjfeSP 8 1 

0 2 i: S-ttio lOlli, 77- h£&8B8 1 0 2 »C J: o T'^m$ tltz 

77- h£A£J-rS fc, -f-CUifc^Tfc^lBKJ: 0 , IMtUJ]A-t7 F<olII^«» 
t^o $»->^tAADi-ADnI±> ^nmy^fAWLfciJWT 

;i/7) ? T7- hge&8&8 l 0 2 JcKttf>*L-cv»-& 0 
[0 3 8 1 3 

77 - F fEjfeaP 8 1 0 2 f±, 7F7-78104J fclirtSB* 7F7-7810 

3 ±.K&k&m&&8ito ; y*T&frb vXrAM77 - h ^fiL, flnb©77- h 

ii^is^Lt^L, #««^a«8 i o i^ffi*-r*o 

[0 3 8 2 J 

SSt^yXfAADi-ADNfi, ^;F7-n77^; ? £ tlit-^yD y**7 A 

P 7 K^^isi:^^^ I P 7 VUAZ^trTy- ^77^7^ 1 07 

7- h^«SU8 1 0 2^ft*o 
[0 3 8 33 

18. 2 ) ibf^ 

@6 5(±. ;£§&93<ag& 1 8^tt^ii: X S^?KiyXrAOl!i^^^t70-f t- 
h"C*So £1% 77-h^»8 10 214, ^7h7-^JfclirtaS^7 h7-^ 

s -7- -y 7° j i ) o ±je l & «t t cft7 7 - h ummjtojxmmu ->7ta l 

fciS:*4otv»-6^ft, 77- h^&SR8 1 0 2rtt:ix.i9ti^*^->XrArt 
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zmm-fZo mu^'y^-^^MiRiz^fz'oxu, rztz.n\ 77- h (nmrniti pt k 

^I^/^.y h(7)isM7El PT Kl/^i^I PT Kl/^i^iffit^ (Xf 2) 

o 

[0 3 8 4] 
[0 3 8 5] 

fLT, 4>£< h ^MtcI PT Kl^, ^1 PT YVTs^ i5£V\ immt^^ 3 

oo^^ i m.t Lx±m.L. ^-r^ry- v t Lxmm^mm^s 1 o 1 ^mtf-rz, (. 

Xf'^J 4 ) o 
[0 3 8 6] 

IM*7 7- h £A7J L^tfRj^S^S 1 0 1 i±, ii#7Cl PT VU^tfzli^n.% 
[0 3 8 7] 

m i 9mmwm) 

KHtiio ^tUCii'K 7 r 7 f * - ^SI^St#ft t t , 'PW^m 

[0 3 8 8] 

19. 1 ) mm 

/^I8 6L < i: & 1 00 jot f)gf2U< iiljc^^nvXf-A^jix-Cv^o 

7 7 ^7-)t-^t8 5 ti, < t (>gi#$8 5 0 1 is xxrmm^-^mmus 5 0 
2 mmus 5 0 1 f±, y h v-ffrh^mLfzAti 1 p^t-? h*mm 

^•-^mmns 5 0 2<^mLxmmm*m%L, atj 1 p^^-y yv-?±. 

[0 3 8 9] 

«ai"9— 8 5 0 2i±, 4?* < ti> i ^(Dmmm^m^-^mms 6 

T£>fK mmUS 5 0 1^£>A*IL*:A7J I Psitrv h <7)^X Z tz H— «*£-tH3«UM 

JKKfc-g-trlSS^ 7-t-y^$ff^^ fit-/^lHS 8 5 0 2 liiggft 8iS£SM* 
f(5 8 5 0 1 ^M-f 0 
[0 3 9 0] 

t> ^tteO/j&^j: nn&ztitzmwM*^tsfc&* •? *-v*mmy r 4 r v * - 

[0 3 9 1 ] 

19. 2) mif 

YXhZ>o 77>f7')*-JHi8 5li, Jf, $r£ K*MB* -y h 7 frb&m Ltz A 
7J I Ps*4ry l*mmU8 5 0 l^£SI1-& Uf';7K 1 ) 0 
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[0 3 9 2] 

mmus so lfrhxt)! p/*y y h it^mz t s *gmv—'*mifcM8 5 o 2 ^ 
6^2Hti-* ut7^K2) o ft*, B^o^iiijgwa^-^Ms 6 1±, i&fc»±R 

tr 4 v>L, ^y n- K^fW- SU^-^tr tWifeoTt J: v> 0 jg^Jg^ 

y-t- yu-&#&^£ffi$RH\ iaKflt-AHi8 6»ci3»ts#KJKoj|[flj^ri* 

i:£CT, ffiliJ^^M yt-^7*-7? h%7B&2> 4 7t<zLXi> 4v> 0 
[0 3 9 3 ] 

©(fiflps*^ y-t-v£$«i-& fi«utit-A8i86B, mmmrn 

7^-y|:tin^A* I P/^ v hO^Xitiii— M^Jftm L (^r-y 7°K 3 ) 

t^a-^t LTtya-MtLTil, gfrft K£B "TUB ft 4 "9 K L T t 4 V> 0 £ T i" £ 
[0 3 9 4 3 

i^T, IISfit-/«18 6 (4, IKKr [p]£^-tr£4M y-t- 
'<gM££&8 5 0 2^3Hr*;& (*~ry/K5) o ft 43. tt«^^ y-b-vt4. 4?ft < tfcf 

Kftfcftttfc LT-ss-tr&o-e&ftwr, ti^tc to 4 7 ftff Wfttn $ nt v>T & 4 v^ 0 

LT, 7^->^fiL/:W-^TO8 5 0 2 (4. -y-t-Pfrb 

mmmzmmLtz^ mmmmmzmmus 5 0 l^tajj-rz ut--7^kj6) 0 
[0 3 9 53 

fti5> It(7)MiSfIt-/^t8 6 y-fc- iSt&m Lizm&Klt. WM 
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